
‭This‬ ‭Terms‬ ‭of‬ ‭Service‬ ‭and‬ ‭Privacy‬ ‭Policy‬ ‭is‬ ‭effective‬ ‭starting‬ ‭January‬ ‭25,‬ ‭2024.‬

‭Before January, 2024 effective Terms of Service and Privacy Policy are available at:‬

‭https://static.herohero.co/docs/legal/terms-2023-11-19-en.pdf‬

‭Terms of Service‬
‭1.‬ ‭Terms of Service‬

‭1.1.‬ ‭Welcome‬‭to‬‭Herohero!‬‭These‬‭Terms‬‭of‬‭Service‬‭(this‬‭“‬‭Agreement‬‭”‬‭or‬‭“‬‭Terms‬‭”)‬

‭is‬ ‭an‬ ‭agreement‬ ‭between‬ ‭you‬ ‭(“‬‭you‬‭”)‬ ‭and‬ ‭Herohero‬ ‭s.r.o.,‬ ‭ID‬ ‭Number:‬ ‭096‬

‭44 156,‬ ‭with‬ ‭registered‬ ‭seat‬ ‭at‬ ‭Spálená‬ ‭110/53,‬ ‭Nové‬ ‭Město,‬ ‭110‬ ‭00‬ ‭Prague‬ ‭1,‬

‭Czech‬ ‭Republic,‬ ‭registered‬ ‭in‬ ‭the‬ ‭Commercial‬ ‭Register‬ ‭maintained‬ ‭by‬

‭Municipal‬ ‭Court‬ ‭in‬ ‭Prague,‬ ‭Section‬ ‭C,‬ ‭File‬ ‭378090‬ ‭(“‬‭Herohero‬‭”,‬ ‭“‬‭we‬‭,”‬‭or‬‭“‬‭us‬‭”)‬

‭and‬ ‭our‬ ‭affiliates.‬‭Herohero‬‭is‬‭a‬‭membership‬‭platform‬‭that‬‭enables‬‭creators‬

‭to‬ ‭be‬ ‭paid‬ ‭by‬‭their‬‭fans.‬‭You‬‭must‬‭read,‬‭agree‬‭to,‬‭acknowledge,‬‭and‬‭accept‬

‭all‬ ‭of‬ ‭the‬ ‭terms‬ ‭and‬ ‭conditions‬ ‭contained‬ ‭in‬ ‭this‬ ‭Agreement‬‭in‬‭order‬‭to‬‭use‬

‭our‬‭website‬‭and‬‭all‬‭affiliated‬‭websites,‬‭including‬‭mobile‬‭websites,‬‭owned‬‭and‬

‭operated‬ ‭by‬ ‭us,‬ ‭our‬ ‭predecessors‬ ‭or‬ ‭successors‬ ‭in‬ ‭interest,‬ ‭or‬ ‭our‬ ‭affiliates‬

‭(collectively,‬‭the‬‭“‬‭Platform‬‭”),‬‭all‬‭services,‬‭applications,‬‭software,‬‭features‬‭and‬

‭products‬ ‭that‬ ‭are‬ ‭accessible‬ ‭through‬ ‭our‬ ‭Platform‬ ‭that‬ ‭link‬ ‭to‬ ‭or‬ ‭reference‬

‭this‬‭Agreement‬‭(together‬‭with‬‭the‬‭Platform,‬‭the‬‭“‬‭Services‬‭”)‬‭whether‬‭provided‬

‭by‬‭us‬‭or‬‭our‬‭affiliates.‬‭The‬‭materials‬‭contained‬‭in‬‭this‬‭Platform‬‭are‬‭protected‬

‭by‬‭applicable‬‭copyright‬‭and‬‭trademark‬‭law.‬‭Your‬‭use‬‭of‬‭the‬‭Service‬‭is‬‭subject‬

‭to‬ ‭the‬ ‭terms‬ ‭of‬ ‭this‬ ‭Agreement,‬ ‭which‬ ‭may‬ ‭be‬ ‭updated‬ ‭from‬ ‭time‬ ‭to‬ ‭time.‬

‭Your‬ ‭Agreement‬ ‭with‬ ‭us‬ ‭will‬ ‭also‬ ‭include‬ ‭the‬ ‭Privacy‬ ‭Policy‬ ‭available‬ ‭here‬‭.‬

‭Please‬‭read‬‭this‬‭Agreement‬‭carefully‬‭and‬‭make‬‭sure‬‭you‬‭understand‬‭it.‬‭If‬‭you‬
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‭do‬ ‭not‬ ‭understand‬ ‭the‬ ‭Agreement‬ ‭or‬ ‭do‬ ‭not‬ ‭accept‬‭any‬‭part‬‭of‬‭it,‬‭then‬‭you‬

‭may not use the Service.‬

‭1.2.‬ ‭By‬ ‭using‬ ‭Herohero‬ ‭you‬ ‭agree‬ ‭to‬ ‭these‬ ‭Terms‬ ‭and‬ ‭to‬ ‭the‬ ‭other‬ ‭policies‬ ‭we‬

‭post.‬ ‭Please‬ ‭read‬ ‭them‬ ‭carefully‬ ‭and‬ ‭let‬‭us‬‭know‬‭if‬‭you‬‭have‬‭any‬‭questions.‬

‭For‬ ‭information‬ ‭about‬ ‭our‬ ‭data‬ ‭practices,‬ ‭please‬ ‭see‬ ‭our‬ ‭Privacy‬ ‭Policy,‬

‭including‬ ‭our‬ ‭Cookie‬ ‭Policy.‬ ‭We‬ ‭can‬ ‭collect‬ ‭and‬ ‭use‬ ‭your‬ ‭information‬ ‭in‬

‭accordance with those policies.‬

‭1.3.‬ ‭Some‬‭of‬‭the‬‭articles‬‭in‬‭these‬‭Terms‬‭have‬‭a‬‭summary‬‭in‬‭the‬‭beginning‬‭of‬‭the‬

‭article‬‭called‬‭“TLDR”.‬‭These‬‭summaries‬‭are‬‭not‬‭legally‬‭binding,‬‭get‬‭to‬‭know‬‭all‬

‭your‬‭rights‬‭and‬‭obligations‬‭arising‬‭from‬‭these‬‭Terms‬‭by‬‭reading‬‭these‬‭Terms‬

‭in full.‬

‭2.‬ ‭Herohero Account‬

‭TLDR:‬ ‭To‬ ‭create‬ ‭an‬ ‭account‬ ‭you‬‭must‬‭be‬‭at‬‭least‬‭13‬‭years‬‭old.‬‭To‬‭support‬‭a‬

‭creator‬ ‭you‬ ‭must‬ ‭be‬ ‭at‬ ‭least‬ ‭18‬ ‭years‬ ‭old‬ ‭or‬ ‭have‬ ‭your‬ ‭parent’s‬ ‭written‬

‭permission. You are responsible for your account.‬

‭2.1.‬ ‭When‬‭you‬‭create‬‭an‬‭account,‬‭you‬‭must‬‭provide‬‭us‬‭with‬‭accurate‬‭information,‬

‭in good faith, and you agree to keep your information updated if it changes.‬

‭2.2.‬ ‭To‬ ‭create‬ ‭an‬ ‭account,‬ ‭you‬ ‭must‬ ‭be‬ ‭at‬ ‭least‬ ‭13‬ ‭years‬ ‭old.‬ ‭To‬‭join‬‭a‬‭creator’s‬

‭membership‬ ‭as‬ ‭a‬ ‭supporter‬ ‭you‬ ‭must‬ ‭be‬ ‭at‬ ‭least‬ ‭18‬‭years‬‭old‬‭or‬‭have‬‭your‬

‭parent’s‬ ‭written‬ ‭permission.‬ ‭To‬ ‭provide‬ ‭membership‬ ‭as‬ ‭a‬ ‭creator‬ ‭you‬ ‭must‬

‭be‬ ‭at‬ ‭least‬ ‭18‬ ‭years‬ ‭old‬ ‭or‬ ‭be‬ ‭emancipated‬ ‭by‬ ‭a‬ ‭court‬ ‭decision‬ ‭(or‬ ‭by‬ ‭a‬

‭decision of other applicable public authority).‬

‭2.3.‬ ‭You‬‭are‬‭responsible‬‭for‬‭anything‬‭that‬‭occurs‬‭when‬‭anyone‬‭is‬‭signed‬‭into‬‭your‬

‭account,‬ ‭as‬ ‭well‬ ‭as‬ ‭the‬ ‭security‬ ‭of‬ ‭the‬ ‭account.‬ ‭Please‬ ‭contact‬ ‭us‬

‭immediately if you believe your account is compromised.‬



‭3.‬ ‭Abusive conduct‬

‭TLDR:‬ ‭Do‬ ‭not‬ ‭violate‬ ‭our‬ ‭policies‬ ‭or‬ ‭law,‬ ‭if‬ ‭you‬ ‭do,‬ ‭we‬ ‭may‬ ‭terminate‬ ‭your‬

‭account or take other action against you.‬

‭3.1.‬ ‭You‬‭are‬‭responsible‬‭for‬‭all‬‭activity‬‭on‬‭your‬‭account.‬‭If‬‭you‬‭violate‬‭our‬‭policies‬

‭we may terminate your account.‬

‭3.2.‬ ‭Don’t‬‭do‬‭anything‬‭illegal,‬‭abusive‬‭towards‬‭others,‬‭or‬‭that‬‭abuses‬‭our‬‭site‬‭in‬‭a‬

‭technical‬‭way.‬‭If‬‭you‬‭are‬‭a‬‭creator‬‭raising‬‭funds‬‭on‬‭Herohero,‬‭we‬‭may‬‭be‬‭held‬

‭accountable‬ ‭for‬ ‭what‬ ‭you‬ ‭do‬ ‭with‬ ‭those‬ ‭funds.‬ ‭As‬ ‭a‬ ‭result,‬ ‭we‬ ‭also‬ ‭look‬ ‭at‬

‭what you do with your membership in our platform.‬

‭3.3.‬ ‭Our‬‭policies‬‭cover‬‭most‬‭issues,‬‭but‬‭if‬‭you‬‭find‬‭a‬‭new‬‭and‬‭creative‬‭way‬‭to‬‭hurt‬

‭Herohero‬ ‭or‬ ‭our‬ ‭community‬ ‭we‬ ‭may,‬ ‭at‬ ‭our‬ ‭sole‬ ‭discretion,‬ ‭take‬ ‭action‬ ‭to‬

‭prevent it.‬

‭3.4.‬ ‭Views expressed by creators on Herohero do not represent Herohero’s views.‬

‭4.‬ ‭Being a creator‬

‭A‬ ‭creator‬ ‭is‬ ‭someone‬ ‭who‬ ‭offers‬ ‭membership‬ ‭to‬ ‭supporters‬ ‭on‬ ‭Herohero.‬

‭There‬‭are‬‭a‬‭lot‬‭of‬‭details‬‭here‬‭involving‬‭payments,‬‭fees,‬‭taxes‬‭and‬‭restrictions‬

‭that‬‭you‬‭should‬‭read‬‭in‬‭full‬‭if‬‭you‬‭are‬‭a‬‭creator.‬‭To‬‭become‬‭a‬‭creator,‬‭you‬‭will‬

‭need‬‭to‬‭provide‬‭a‬‭proof‬‭of‬‭identity‬‭to‬‭our‬‭payment‬‭processor‬‭Stripe‬‭and‬‭have‬

‭your age verified by them.‬

‭5.‬ ‭Membership‬

‭To‬ ‭become‬ ‭a‬ ‭creator‬ ‭simply‬ ‭launch‬ ‭your‬ ‭page‬ ‭to‬ ‭start‬ ‭your‬ ‭membership.‬

‭Memberships‬ ‭are‬ ‭for‬ ‭your‬ ‭most‬ ‭passionate‬ ‭fans.‬ ‭You’re‬ ‭inviting‬ ‭them‬ ‭to‬ ‭be‬

‭part‬ ‭of‬ ‭something‬ ‭exciting‬ ‭that‬ ‭gives‬ ‭them‬ ‭unique‬ ‭benefits‬ ‭they‬ ‭want,‬ ‭like‬



‭additional‬ ‭access,‬ ‭merchandise,‬ ‭exclusivity,‬ ‭and‬ ‭engaging‬ ‭experiences.‬ ‭In‬

‭exchange, supporters pay for monthly subscription  or for bonus content.‬

‭6.‬ ‭Payments‬

‭TLDR:‬‭We‬‭help‬‭creators‬‭offer‬‭membership‬‭to‬‭supporters‬‭on‬‭a‬‭subscription‬‭or‬

‭per‬ ‭creation‬ ‭basis.‬ ‭The‬ ‭membership‬ ‭payments‬ ‭are‬ ‭handled‬ ‭by‬ ‭payment‬

‭processor Stripe.‬

‭6.1.‬ ‭As‬ ‭a‬ ‭creator,‬ ‭you‬ ‭make‬ ‭your‬ ‭membership‬ ‭available‬ ‭on‬ ‭Herohero,‬ ‭and‬ ‭we‬

‭provide‬ ‭membership‬ ‭to‬ ‭your‬ ‭supporters‬ ‭on‬ ‭a‬ ‭subscription‬ ‭or‬ ‭per‬ ‭creation‬

‭basis.‬

‭6.2.‬ ‭You‬‭expressly‬‭understand‬‭and‬‭agree‬‭that‬‭Herohero‬‭shall‬‭not‬‭be‬‭liable‬‭for‬‭any‬

‭technical‬ ‭aspects‬ ‭of‬ ‭payments‬ ‭and‬ ‭monetary‬ ‭transactions‬ ‭that‬ ‭occur‬

‭through‬‭your‬‭use‬‭of‬‭the‬‭Service.‬‭You‬‭expressly‬‭understand‬‭and‬‭agree‬‭that‬‭(i)‬

‭all‬ ‭payments‬ ‭and‬ ‭monetary‬‭transactions‬‭are‬‭handled‬‭and‬‭(ii)‬‭the‬‭funds‬‭are‬

‭held‬ ‭up‬ ‭until‬ ‭the‬ ‭pay-out‬ ‭by‬ ‭Stripe‬ ‭or‬ ‭any‬ ‭other‬ ‭payment‬ ‭processor‬ ‭we‬

‭choose‬‭to‬‭work‬‭with‬‭in‬‭the‬‭future.‬‭You‬‭agree‬‭that‬‭Herohero‬‭shall‬‭not‬‭be‬‭liable‬

‭for‬ ‭any‬ ‭issues‬ ‭regarding‬ ‭financial‬ ‭and‬ ‭monetary‬ ‭transactions‬ ‭between‬ ‭you‬

‭and‬ ‭any‬ ‭other‬ ‭party,‬ ‭including‬ ‭Stripe.‬ ‭Herohero‬ ‭is‬ ‭responsible‬ ‭for‬ ‭any‬

‭instructions‬ ‭it‬ ‭gives‬ ‭to‬ ‭Stripe‬ ‭or‬ ‭any‬ ‭other‬ ‭payment‬ ‭processor.‬ ‭However,‬

‭Herohero‬ ‭is‬ ‭not‬ ‭responsible‬ ‭for‬ ‭the‬ ‭payment‬ ‭processor‬ ‭meeting‬ ‭any‬ ‭of‬ ‭its‬

‭obligations.‬

‭6.3.‬ ‭We‬‭also‬‭handle‬‭payments‬‭issues‬‭such‬‭as‬‭fraud,‬‭chargebacks‬‭and‬‭resolution‬

‭of payments disputes.‬

‭6.4.‬ ‭We‬ ‭try‬ ‭to‬ ‭provide‬ ‭timely‬ ‭access‬ ‭to‬ ‭your‬ ‭funds,‬ ‭but‬ ‭you‬ ‭may‬ ‭occasionally‬

‭experience‬ ‭delays‬ ‭in‬ ‭accessing‬ ‭your‬ ‭funds.‬ ‭We‬ ‭may‬ ‭also‬ ‭block‬ ‭or‬ ‭hold‬

‭payments‬ ‭for‬ ‭violations‬ ‭of‬ ‭our‬ ‭policies‬ ‭or‬ ‭for‬‭compliance‬‭reasons,‬‭including‬



‭collecting‬‭tax‬‭reporting‬‭information.‬‭When‬‭payments‬‭are‬‭delayed‬‭or‬‭blocked‬

‭we‬ ‭try‬ ‭to‬ ‭communicate‬ ‭the‬ ‭reason‬ ‭to‬ ‭you‬ ‭promptly.‬ ‭If‬ ‭you‬ ‭have‬ ‭questions‬

‭about‬‭a‬‭payments‬‭block,‬‭please‬‭reach‬‭out‬‭to‬‭us.‬‭In‬‭order‬‭to‬‭protect‬‭creators,‬

‭we may block supporters’ payments if we believe them to be fraudulent.‬

‭6.5.‬ ‭You‬ ‭must‬ ‭not‬ ‭process‬ ‭stolen‬ ‭credit‬ ‭cards,‬ ‭or‬ ‭unauthorized‬ ‭credit‬ ‭cards‬

‭through Stripe for pledges on our Platform.‬

‭6.6.‬ ‭Sometimes‬ ‭activities‬ ‭like‬ ‭refunds‬ ‭can‬ ‭put‬ ‭your‬ ‭account‬ ‭balance‬ ‭into‬ ‭the‬

‭negative.‬ ‭If‬ ‭your‬ ‭balance‬ ‭becomes‬ ‭negative‬ ‭then‬ ‭we‬ ‭reserve‬ ‭the‬ ‭right‬ ‭to‬

‭recover those funds from future payments.‬

‭7.‬ ‭Payment and Pay-out Fees‬

‭TLDR:‬ ‭The‬ ‭fee‬ ‭is‬ ‭currently‬ ‭10%‬ ‭of‬ ‭any‬ ‭pledge.‬ ‭You‬ ‭need‬ ‭to‬ ‭add‬ ‭a‬ ‭payment‬

‭card‬ ‭to‬ ‭Stripe‬ ‭to‬ ‭be‬ ‭able‬ ‭to‬ ‭support‬ ‭a‬ ‭creator.‬ ‭Depending‬‭on‬‭your‬‭location‬

‭some banks may charge you a foreign transaction fee.‬

‭7.1.‬ ‭There‬ ‭is‬ ‭currently‬ ‭only‬ ‭one‬ ‭payment‬ ‭and‬ ‭pay-out‬ ‭fee‬ ‭associated‬ ‭with‬ ‭the‬

‭membership‬ ‭on‬ ‭Herohero‬ ‭that‬ ‭the‬ ‭creator‬‭will‬‭be‬‭charged‬‭by‬‭Herohero‬‭and‬

‭that‬ ‭is‬ ‭10‬ ‭%‬ ‭of‬ ‭any‬ ‭pledge‬ ‭from‬ ‭each‬ ‭supporter‬ ‭(‬‭“Fee”‬‭).‬ ‭The‬ ‭fee‬ ‭includes‬

‭Stripe‬ ‭fee‬ ‭and‬ ‭Herohero‬ ‭fee.‬ ‭Herohero‬ ‭fee‬ ‭is‬ ‭designed‬ ‭to‬ ‭cover‬ ‭file‬ ‭storage‬

‭and our development to keep advancing the Herohero platform for its users.‬

‭7.2.‬ ‭If‬‭you‬‭are‬‭looking‬‭to‬‭support‬‭a‬‭creator‬‭you‬‭will‬‭need‬‭to‬‭add‬‭a‬‭payment‬‭card.‬

‭When‬‭adding‬‭a‬‭payment‬‭card,‬‭your‬‭card‬‭information‬‭is‬‭stored‬‭by‬‭a‬‭payment‬

‭processor,‬ ‭Stripe‬ ‭(stripe.com).‬ ‭However,‬ ‭as‬ ‭far‬ ‭as‬ ‭legally‬ ‭possible,‬ ‭Herohero‬

‭reserves‬‭the‬‭right‬‭to‬‭change‬‭the‬‭payment‬‭processors‬‭it‬‭uses‬‭at‬‭any‬‭time‬‭and‬

‭without‬ ‭notice‬ ‭to‬ ‭you.‬ ‭Herohero‬ ‭does‬ ‭not‬ ‭store‬ ‭any‬ ‭payment‬ ‭card‬

‭information.‬



‭7.3.‬ ‭Depending‬ ‭on‬ ‭your‬ ‭supporters’‬ ‭locations,‬ ‭some‬ ‭banks‬ ‭may‬ ‭charge‬ ‭the‬

‭supporter‬ ‭a‬ ‭foreign‬ ‭transaction‬ ‭fee‬ ‭for‬ ‭their‬ ‭membership‬ ‭subscription‬ ‭or‬

‭creation membership. Herohero does not control this charge.‬

‭7.4.‬ ‭We‬ ‭reserve‬ ‭the‬ ‭right‬ ‭to‬ ‭change‬ ‭our‬ ‭fees‬ ‭and‬ ‭charge‬ ‭additional‬ ‭fees‬ ‭in‬ ‭the‬

‭future for any type of transaction.‬

‭7.5.‬ ‭If‬ ‭a‬ ‭fan‬ ‭successfully‬ ‭requests‬ ‭a‬ ‭chargeback‬ ‭from‬ ‭a‬ ‭banking‬ ‭institution‬

‭resulting‬ ‭in‬ ‭the‬ ‭refund‬ ‭of‬ ‭the‬ ‭subscription‬ ‭payment,‬ ‭in‬ ‭particular,‬ ‭if‬ ‭a‬ ‭fan’s‬

‭credit‬‭card‬‭is‬‭stolen‬‭or‬‭misused,‬‭Herohero‬‭will‬‭pay‬‭the‬‭chargeback‬‭fee‬‭to‬‭the‬

‭banking‬‭institution‬‭and‬‭the‬‭Creator‬‭will‬‭refund‬‭the‬‭subscription‬‭amount‬‭to‬‭the‬

‭fan.‬ ‭Herohero‬ ‭will‬ ‭not‬ ‭pay‬ ‭the‬ ‭chargeback‬ ‭fee‬ ‭and‬ ‭the‬ ‭Creator‬ ‭will‬ ‭not‬ ‭be‬

‭obliged‬ ‭to‬ ‭refund‬ ‭the‬ ‭payment‬ ‭in‬ ‭case‬ ‭the‬ ‭banking‬ ‭institution‬ ‭does‬ ‭not‬

‭accept the chargeback request and/or accepts our counter dispute.‬

‭8.‬ ‭Tax‬

‭TLDR:‬ ‭We‬ ‭collect‬ ‭and‬ ‭report‬ ‭what‬ ‭we‬‭are‬‭required‬‭to‬‭collect‬‭and‬‭report.‬‭We‬

‭pay‬‭taxes‬‭we‬‭are‬‭required‬‭to‬‭pay,‬‭and‬‭the‬‭creators‬‭are‬‭obliged‬‭to‬‭pay‬‭taxes‬

‭that they are required to pay.‬

‭8.1.‬ ‭We‬ ‭collect‬ ‭tax‬ ‭identification‬ ‭information‬ ‭and‬ ‭report‬ ‭this‬ ‭to‬ ‭tax‬ ‭authorities‬ ‭if‬

‭we‬ ‭are‬ ‭legally‬ ‭required‬ ‭to‬ ‭do‬ ‭so.‬ ‭You‬ ‭are‬ ‭responsible‬ ‭for‬ ‭reporting‬ ‭any‬

‭income‬ ‭or‬ ‭withholding‬ ‭taxes‬ ‭which‬ ‭may‬ ‭be‬ ‭due‬ ‭as‬ ‭a‬ ‭result‬ ‭of‬ ‭payments‬

‭received.‬

‭8.2.‬ ‭For‬ ‭the‬ ‭purpose‬ ‭of‬ ‭electronically-supplied‬ ‭services,‬ ‭creators‬ ‭make‬ ‭a‬‭supply‬

‭of those services through our Services to the supporters.‬

‭8.3.‬ ‭In‬ ‭jurisdictions‬ ‭where‬ ‭Herohero‬ ‭is‬ ‭required‬ ‭to‬ ‭collect‬ ‭transaction‬ ‭tax‬ ‭from‬

‭supporters,‬ ‭pledges‬ ‭processed‬ ‭from‬ ‭supporters‬ ‭will‬ ‭reflect‬ ‭the‬ ‭amount‬

‭pledged‬ ‭plus‬ ‭the‬ ‭applicable‬ ‭tax.‬ ‭Applicable‬ ‭tax‬ ‭will‬ ‭not‬ ‭be‬ ‭taken‬ ‭from‬ ‭a‬



‭pledge,‬‭but‬‭rather‬‭will‬‭be‬‭charged‬‭in‬‭addition‬‭to‬‭the‬‭pledge.‬‭Once‬‭settled,‬‭the‬

‭tax‬ ‭amount‬ ‭will‬ ‭be‬‭automatically‬‭deducted‬‭for‬‭remittance‬‭to‬‭the‬‭applicable‬

‭taxing‬ ‭authority.‬ ‭A‬‭record‬‭of‬‭the‬‭transaction‬‭tax‬‭portion‬‭of‬‭the‬‭pledge‬‭will‬‭be‬

‭available on your earnings details page.‬

‭8.4.‬ ‭As‬ ‭a‬ ‭creator‬ ‭on‬ ‭our‬ ‭site,‬ ‭it‬ ‭is‬ ‭your‬ ‭responsibility‬ ‭to‬ ‭determine‬ ‭what,‬ ‭if‬ ‭any,‬

‭taxes‬‭apply‬‭to‬‭the‬‭pledges‬‭you‬‭receive‬‭through‬‭your‬‭use‬‭of‬‭the‬‭Services.‬‭It‬‭is‬

‭solely‬ ‭your‬ ‭responsibility‬ ‭to‬ ‭assess,‬ ‭collect,‬ ‭report‬ ‭or‬ ‭remit‬ ‭the‬ ‭correct‬‭tax,‬‭if‬

‭any,‬‭to‬‭the‬‭appropriate‬‭tax‬‭authority.‬‭These‬‭might‬‭include‬‭but‬‭are‬‭not‬‭limited‬

‭to‬ ‭income‬ ‭tax‬ ‭and‬ ‭VAT‬ ‭on‬ ‭payments‬ ‭for‬ ‭electronically‬ ‭supplied‬ ‭services‬ ‭to‬

‭supporters.‬

‭9.‬ ‭Restrictions‬

‭TLDR:‬‭We‬‭do‬‭not‬‭allow‬‭creations‬‭that‬‭violate‬‭our‬‭policies‬‭or‬‭law,‬‭if‬‭we‬‭believe‬

‭that‬‭the‬‭creation‬‭is‬‭in‬‭breach‬‭of‬‭our‬‭policies‬‭or‬‭law,‬‭we‬‭may‬‭remove‬‭it‬‭at‬‭our‬

‭discretion.‬ ‭We‬ ‭also‬ ‭do‬ ‭not‬ ‭allow‬ ‭any‬ ‭form‬ ‭of‬ ‭explicit‬ ‭or‬ ‭mature‬ ‭content‬ ‭or‬

‭any‬‭type‬‭of‬‭content‬‭that‬‭is‬‭listed‬‭on‬‭the‬‭Prohibited‬‭and‬‭Restricted‬‭Businesses‬

‭policy‬ ‭of‬ ‭Stripe‬‭and‬‭we‬‭delete‬‭such‬‭content‬‭immediately‬‭from‬‭our‬‭Platform.‬

‭Fans‬‭under‬‭18‬‭years‬‭old‬‭need‬‭permission‬‭of‬‭their‬‭parents‬‭to‬‭join‬‭the‬‭creator’s‬

‭membership.‬ ‭Creators‬ ‭are‬ ‭obliged‬ ‭to‬ ‭keep‬ ‭supporter‬‭data‬‭safe.‬‭A‬‭creator’s‬

‭account is untransferable.‬

‭9.1.‬ ‭We‬ ‭don’t‬ ‭allow‬ ‭creations‬ ‭and‬ ‭benefits‬ ‭that‬ ‭violate‬ ‭our‬ ‭policies‬ ‭or‬ ‭law.‬ ‭A‬

‭summary of some of those rules is that we don’t allow:‬

‭●‬ ‭Illegal creations or benefits.‬

‭●‬ ‭Creations or benefits that are abusive towards other people.‬

‭●‬ ‭Creations‬ ‭or‬ ‭benefits‬ ‭that‬ ‭use‬‭others'‬‭intellectual‬‭property,‬‭unless‬‭you‬

‭have written permission to use it or your use is protected by fair use.‬



‭●‬ ‭Benefits that involve raffles or prizes based on chance.‬

‭●‬ ‭Creations‬‭or‬‭benefits‬‭consisting‬‭of‬‭pornography‬‭and‬‭any‬‭other‬‭mature‬

‭audience content depicting nudity, erotic or explicit sexual acts.‬

‭●‬ ‭Creations‬ ‭or‬ ‭benefits‬ ‭that‬ ‭are‬ ‭intended‬ ‭to‬ ‭promote‬ ‭or‬ ‭offer‬ ‭services‬

‭such‬ ‭as‬ ‭prostitution,‬ ‭escorts,‬ ‭pay-per-view‬ ‭mature‬ ‭audience‬‭content‬

‭depicting‬ ‭nudity‬ ‭or‬ ‭explicit‬ ‭sexual‬ ‭acts,‬ ‭sexual‬ ‭massages,‬ ‭and‬ ‭adult‬

‭live chat features.‬

‭If‬ ‭we‬ ‭reasonably‬ ‭believe‬ ‭that‬ ‭any‬ ‭creation‬ ‭or‬ ‭content‬ ‭uploaded‬ ‭on‬ ‭our‬

‭Services‬ ‭by‬ ‭anyone‬ ‭is‬ ‭in‬ ‭breach‬ ‭of‬ ‭these‬ ‭Terms‬ ‭or‬ ‭may‬ ‭cause‬ ‭harm‬ ‭to‬

‭Herohero,‬‭our‬‭supporters‬‭or‬‭creators,‬‭or‬‭third‬‭parties,‬‭we‬‭may‬‭remove‬‭or‬‭take‬

‭down that creation or content at our discretion.‬

‭Furthermore,‬ ‭we‬ ‭strictly‬ ‭do‬ ‭not‬ ‭allow‬ ‭creations‬ ‭and‬ ‭benefits‬ ‭containing‬ ‭or‬

‭consisting‬ ‭of‬ ‭any‬ ‭of‬ ‭the‬ ‭Prohibited‬ ‭and‬ ‭Restricted‬ ‭Businesses‬ ‭listed‬ ‭by‬ ‭our‬

‭payment‬ ‭processor‬ ‭Stripe‬ ‭on‬ ‭their‬ ‭website‬

‭(‬‭https://stripe.com/en-gb-us/legal/restricted-businesses‬‭),‬ ‭as‬ ‭amended‬

‭from‬‭time‬‭to‬‭time.‬‭If‬‭we‬‭believe‬‭that‬‭any‬‭creation‬‭or‬‭content‬‭uploaded‬‭on‬‭our‬

‭Services‬‭by‬‭anyone‬‭is‬‭in‬‭breach‬‭of‬‭this‬‭prohibition,‬‭we‬‭will‬‭(i)‬‭remove‬‭or‬‭take‬

‭down‬ ‭that‬ ‭creation‬ ‭or‬ ‭content‬ ‭and‬ ‭(ii)‬ ‭suspend‬ ‭or‬ ‭terminate‬ ‭their‬ ‭account,‬

‭both at our sole discretion.‬

‭9.2.‬ ‭If‬‭your‬‭fans‬‭include‬‭people‬‭under‬‭the‬‭age‬‭of‬‭18,‬‭then‬‭please‬‭remind‬‭them‬‭that‬

‭they‬‭need‬‭permission‬‭to‬‭join‬‭your‬‭membership,‬‭and‬‭those‬‭under‬‭the‬‭age‬‭of‬‭13‬

‭cannot‬ ‭use‬ ‭Herohero.‬ ‭We‬ ‭are‬ ‭not‬ ‭required‬‭to‬‭allow‬‭any‬‭particular‬‭person‬‭or‬

‭group of persons to be your supporter.‬

‭9.3.‬ ‭As a creator, you are also responsible for keeping supporter data safe.‬

https://stripe.com/en-cz/legal/restricted-businesses
https://stripe.com/en-gb-us/legal/restricted-businesses


‭9.4.‬ ‭An‬‭account‬‭is‬‭tied‬‭to‬‭your‬‭creative‬‭output‬‭and‬‭cannot‬‭be‬‭sold‬‭or‬‭transferred‬

‭for use by another creator.‬

‭10.‬ ‭Being a supporter‬

‭TLDR:‬ ‭A‬ ‭supporter‬ ‭is‬ ‭someone‬ ‭who‬ ‭joins‬ ‭a‬ ‭creator’s‬ ‭membership‬ ‭on‬

‭Herohero.‬ ‭Depending‬ ‭on‬ ‭which‬ ‭membership‬ ‭type‬ ‭you‬ ‭choose,‬ ‭you‬ ‭will‬ ‭be‬

‭charged‬‭either‬‭a‬‭set‬‭amount‬‭per‬‭month‬‭or‬‭per‬‭creation.‬‭You‬‭can‬‭cancel‬‭your‬

‭membership subscription at any time.‬

‭10.1.‬ ‭To‬‭become‬‭a‬‭supporter‬‭simply‬‭create‬‭an‬‭account,‬‭complete‬‭the‬‭transaction‬

‭via Stripe and join a creator’s membership!‬

‭10.2.‬ ‭There are two types of membership:‬

‭●‬ ‭Monthly‬ ‭membership‬ ‭subscription‬ ‭where‬ ‭you‬ ‭pay‬ ‭the‬ ‭creator‬ ‭per‬

‭month‬ ‭and‬ ‭get‬ ‭access‬ ‭to‬ ‭all‬ ‭of‬ ‭the‬ ‭creators’‬ ‭creations‬ ‭that‬ ‭are‬

‭published for members.‬

‭●‬ ‭Bonus‬ ‭content‬ ‭where‬ ‭you‬ ‭purchase‬ ‭one-time‬ ‭content‬ ‭from‬‭a‬‭creator‬

‭for‬ ‭whom‬ ‭you‬ ‭already‬ ‭have‬ ‭an‬ ‭active‬ ‭monthly‬ ‭subscription.‬ ‭This‬

‭content‬‭remains‬‭available‬‭to‬‭you‬‭even‬‭after‬‭your‬‭monthly‬‭subscription‬

‭ends.‬

‭10.3.‬ ‭The‬ ‭timing‬ ‭and‬ ‭amount‬ ‭of‬ ‭each‬ ‭membership‬ ‭subscription‬ ‭depend‬ ‭on‬ ‭the‬

‭type‬‭of‬‭membership‬‭agreement‬‭you‬‭enter‬‭into,‬‭and‬‭the‬‭creator‬‭you‬‭support.‬

‭You‬‭can‬‭see‬‭the‬‭details‬‭as‬‭you‬‭join,‬‭as‬‭well‬‭as‬‭in‬‭the‬‭receipt‬‭sent‬‭to‬‭you‬‭after‬

‭each‬ ‭successful‬ ‭payment.‬ ‭You‬ ‭can‬ ‭view‬ ‭all‬ ‭your‬ ‭active‬ ‭membership‬

‭subscriptions and billing history on your membership page.‬

‭10.4.‬ ‭If‬‭you‬‭are‬‭a‬‭consumer‬‭and‬‭wish‬‭to‬‭become‬‭a‬‭supporter,‬‭you‬‭explicitly‬‭ask‬‭us‬

‭and‬ ‭the‬ ‭creator‬‭to‬‭make‬‭the‬‭creator's‬‭content‬‭(i.e.‬‭digital‬‭content)‬‭available‬



‭to‬ ‭you‬ ‭immediately‬ ‭upon‬ ‭entering‬ ‭into‬ ‭the‬ ‭membership‬ ‭agreement‬ ‭and‬

‭joining‬ ‭the‬ ‭creator’s‬ ‭membership‬ ‭together‬ ‭with‬ ‭immediate‬ ‭following‬

‭payment‬ ‭of‬ ‭the‬ ‭creator's‬ ‭membership‬ ‭subscription/payment‬ ‭amount,‬

‭agreeing‬ ‭that‬ ‭this‬ ‭will‬ ‭be‬ ‭done‬ ‭within‬ ‭the‬ ‭lawful‬ ‭consumer's‬ ‭withdrawal‬

‭protection‬‭period.‬‭You‬‭also‬‭hereby‬‭acknowledge‬‭that‬‭in‬‭this‬‭case‬‭you‬‭will‬‭no‬

‭longer‬ ‭have‬ ‭the‬ ‭right‬ ‭of‬ ‭withdrawal‬ ‭in‬‭respect‬‭of‬‭such‬‭digital‬‭content.‬‭In‬‭the‬

‭event‬ ‭that‬ ‭this‬ ‭provision‬ ‭does‬ ‭not‬ ‭work‬ ‭for‬ ‭you,‬ ‭you‬ ‭cannot‬ ‭become‬ ‭a‬

‭supporter.‬

‭10.5.‬ ‭Your‬ ‭monthly‬ ‭membership‬ ‭subscription‬ ‭will‬ ‭continue‬ ‭until‬ ‭terminated.‬ ‭You‬

‭may‬ ‭cancel‬ ‭your‬ ‭monthly‬ ‭membership‬ ‭subscription‬ ‭payments‬ ‭at‬ ‭any‬‭time.‬

‭Terminating‬ ‭or‬ ‭lowering‬ ‭the‬ ‭tier‬‭support‬‭of‬‭membership‬‭will‬‭go‬‭into‬‭effect‬‭in‬

‭the‬ ‭subsequent‬ ‭(not‬ ‭current)‬ ‭payment‬ ‭term.‬ ‭Unless‬ ‭you‬ ‭cancel‬ ‭your‬

‭membership‬ ‭before‬ ‭your‬ ‭payment‬ ‭term,‬ ‭you‬ ‭authorize‬ ‭us‬ ‭to‬ ‭charge‬ ‭the‬

‭membership‬‭fee‬‭for‬‭the‬‭subsequent‬‭payment‬‭term‬‭to‬‭your‬‭payment‬‭card‬‭via‬

‭our payment processor.‬

‭10.6.‬ ‭For‬ ‭monthly‬ ‭payments,‬ ‭cancelling‬ ‭your‬ ‭support‬ ‭may‬ ‭result‬ ‭in‬ ‭your‬ ‭loss‬ ‭of‬

‭access‬‭to‬‭a‬‭creator’s‬‭supporter-only‬‭posts‬‭and‬‭benefits.‬‭These‬‭include‬‭when‬

‭you‬ ‭cancel‬ ‭your‬ ‭membership‬ ‭subscription,‬ ‭your‬ ‭payment‬ ‭method‬ ‭fails,‬ ‭the‬

‭creator‬‭blocks‬‭you,‬‭or‬‭the‬‭creator‬‭deletes‬‭their‬‭account.‬‭We‬‭are‬‭not‬‭required‬

‭to allow you to be a supporter of any particular creator.‬

‭10.7.‬ ‭You‬ ‭can‬ ‭purchase‬ ‭vouchers‬ ‭for‬ ‭monthly‬ ‭subscriptions‬ ‭from‬ ‭a‬ ‭particular‬

‭creator‬ ‭and‬ ‭gift‬ ‭them‬ ‭to‬ ‭someone.‬ ‭The‬ ‭voucher‬ ‭can‬ ‭be‬ ‭redeemed‬ ‭at‬ ‭any‬

‭time‬‭and‬‭has‬‭no‬‭expiry‬‭date.‬‭When‬‭you‬‭buy‬‭a‬‭voucher‬‭for‬‭a‬‭specific‬‭number‬

‭of‬ ‭months‬ ‭of‬ ‭a‬ ‭creator's‬ ‭subscription,‬ ‭the‬ ‭duration‬ ‭of‬ ‭the‬ ‭voucher‬ ‭remains‬

‭fixed,‬ ‭regardless‬ ‭of‬ ‭any‬ ‭potential‬‭increase‬‭in‬‭the‬‭monthly‬‭subscription‬‭price.‬

‭The‬‭duration‬‭of‬‭the‬‭voucher‬‭cannot‬‭be‬‭interrupted,‬‭so‬‭it‬‭must‬‭be‬‭used‬‭for‬‭its‬

‭full duration at once.‬



‭10.8.‬ ‭Creators’‬ ‭memberships‬ ‭vary‬ ‭and‬ ‭we‬ ‭have‬ ‭limited‬ ‭control‬ ‭over‬ ‭the‬ ‭quality‬

‭and‬ ‭specific‬ ‭offerings.‬ ‭We‬ ‭attempt‬ ‭to‬ ‭screen‬ ‭for‬ ‭fraudulent‬ ‭creator‬ ‭pages,‬

‭but‬ ‭cannot‬ ‭guarantee‬ ‭the‬ ‭identity‬ ‭of‬ ‭creators‬ ‭or‬ ‭the‬ ‭validity‬ ‭of‬ ‭any‬ ‭claims‬

‭they‬ ‭make.‬ ‭We‬ ‭appreciate‬ ‭your‬ ‭help‬ ‭reporting‬ ‭suspicious‬ ‭creator‬ ‭pages‬ ‭so‬

‭we can keep Herohero safe.‬

‭10.9.‬ ‭If‬ ‭you‬ ‭are‬ ‭located‬ ‭in‬ ‭the‬‭jurisdiction‬‭in‬‭which‬‭Herohero‬‭is‬‭required‬‭to‬‭charge‬

‭and‬ ‭collect‬ ‭tax‬ ‭(e.g.‬ ‭VAT‬ ‭or‬ ‭sales‬ ‭tax),‬ ‭then‬ ‭this‬ ‭tax‬ ‭is‬ ‭added‬ ‭to‬ ‭the‬ ‭total‬

‭charge.‬ ‭Except‬ ‭in‬ ‭limited‬ ‭circumstances,‬ ‭this‬ ‭tax‬ ‭is‬ ‭shown‬ ‭when‬ ‭you‬ ‭set‬ ‭up‬

‭the‬ ‭initial‬ ‭membership‬ ‭subscription/payment.‬ ‭Herohero‬ ‭remits‬ ‭all‬ ‭tax‬

‭collected‬ ‭to‬ ‭the‬ ‭applicable‬ ‭taxing‬ ‭authority.‬ ‭As‬ ‭tax‬ ‭is‬ ‭largely‬ ‭dependent‬ ‭on‬

‭your‬‭location,‬‭you‬‭are‬‭responsible‬‭for‬‭keeping‬‭your‬‭address‬‭complete‬‭and‬‭up‬

‭to date.‬

‭10.10.‬‭Depending‬ ‭on‬ ‭your‬ ‭location,‬ ‭some‬ ‭banks‬ ‭may‬ ‭charge‬ ‭you‬ ‭a‬ ‭foreign‬

‭transaction‬ ‭fee‬ ‭for‬ ‭your‬ ‭membership‬ ‭subscription/payment.‬ ‭Herohero‬ ‭does‬

‭not control this charge. Please contact your bank for more information.‬

‭10.11.‬ ‭Do‬‭not‬‭try‬‭to‬‭repeat‬‭anything‬‭from‬‭the‬‭creators'‬‭creations‬‭on‬‭our‬‭Platform.‬‭In‬

‭some‬ ‭cases,‬ ‭the‬‭creators‬‭might‬‭be‬‭trained‬‭specialists‬‭and‬‭for‬‭anybody‬‭else,‬

‭the‬ ‭activity‬ ‭performed‬ ‭in‬ ‭the‬ ‭creation‬ ‭could‬ ‭be‬ ‭too‬ ‭dangerous.‬ ‭Herohero‬ ‭is‬

‭not responsible for any attempt to repeat anything you see on our Platform.‬

‭10.12.‬‭Herohero‬ ‭is‬ ‭not‬ ‭responsible‬ ‭for‬ ‭your‬ ‭mobile‬ ‭data‬ ‭usage‬ ‭(or‬ ‭other‬‭means‬‭of‬

‭connecting)‬ ‭while‬ ‭you‬ ‭use‬ ‭our‬ ‭Service,‬ ‭please‬ ‭keep‬ ‭in‬ ‭mind‬ ‭to‬ ‭check‬ ‭your‬

‭data‬‭usage‬‭if‬‭you‬‭do‬‭not‬‭wish‬‭to‬‭exceed‬‭your‬‭data‬‭allowance‬‭by‬‭your‬‭service‬

‭provider.‬

‭11.‬ ‭Refunds‬



‭11.1.‬ ‭Our‬ ‭policy‬ ‭is‬ ‭No‬ ‭Refunds,‬ ‭though‬ ‭we‬ ‭will‬ ‭allow‬ ‭for‬ ‭some‬ ‭exceptions‬ ‭where‬

‭refunds are granted in our sole discretion.‬

‭11.2.‬ ‭If‬ ‭we‬ ‭grant‬‭a‬‭refund,‬‭the‬‭amount‬‭shall‬‭be‬‭deducted‬‭from‬‭the‬‭creator's‬‭funds‬

‭accumulated‬‭during‬‭the‬‭time‬‭period‬‭in‬‭question‬‭that‬‭are‬‭still‬‭at‬‭the‬‭payment‬

‭processor‬ ‭and‬ ‭have‬ ‭not‬ ‭been‬ ‭paid-out‬ ‭to‬ ‭the‬ ‭creator‬ ‭yet.‬ ‭If‬ ‭the‬ ‭refund‬ ‭is‬

‭made‬ ‭after‬ ‭the‬ ‭creator's‬ ‭funds‬ ‭have‬ ‭been‬ ‭paid-out‬ ‭for‬ ‭the‬ ‭time‬ ‭period,‬ ‭we‬

‭will‬‭take‬‭care‬‭of‬‭the‬‭refund‬‭but‬‭may‬‭later‬‭proceed‬‭in‬‭accordance‬‭with‬‭clause‬

‭6.6 of these Terms.‬

‭12.‬ ‭Herohero’s role‬

‭TLDR:‬ ‭We‬ ‭try‬ ‭to‬ ‭monitor‬ ‭pages‬ ‭and‬ ‭posts‬ ‭on‬‭Herohero‬‭and‬‭review‬‭reported‬

‭pages‬ ‭to‬ ‭identify‬‭potential‬‭violations‬‭of‬‭these‬‭Terms,‬‭other‬‭policies‬‭or‬‭law.‬‭If‬

‭you see any violation, please let us know!‬

‭12.1.‬ ‭We‬ ‭proactively‬ ‭look‬ ‭at‬ ‭some‬ ‭pages‬ ‭and‬ ‭posts‬ ‭on‬ ‭Herohero‬ ‭to‬ ‭make‬ ‭sure‬

‭creators‬ ‭follow‬ ‭these‬ ‭Terms.‬ ‭We‬ ‭also‬ ‭investigate‬ ‭reports‬ ‭of‬ ‭potential‬

‭violations.‬‭These‬‭investigations‬‭may‬‭take‬‭a‬‭while‬‭to‬‭resolve‬‭and‬‭may‬‭include‬

‭looking at what is supported by funds received through Herohero.‬

‭12.2.‬ ‭In‬ ‭most‬ ‭situations,‬ ‭we‬ ‭will‬ ‭work‬ ‭with‬ ‭creators‬ ‭to‬ ‭resolve‬ ‭any‬ ‭potential‬

‭violations‬ ‭and‬ ‭allow‬ ‭the‬ ‭creator‬ ‭to‬ ‭continue‬ ‭using‬ ‭Herohero.‬ ‭Terminating‬

‭accounts‬ ‭is‬ ‭not‬ ‭an‬ ‭action‬ ‭we‬ ‭take‬ ‭lightly‬ ‭and‬ ‭is‬ ‭done‬ ‭in‬ ‭only‬ ‭the‬ ‭most‬

‭extreme cases.‬

‭12.3.‬ ‭Herohero‬ ‭reserves‬ ‭the‬ ‭right‬ ‭to‬ ‭remove‬ ‭a‬ ‭creator‬ ‭or‬ ‭supporter‬ ‭from‬

‭participating‬ ‭in‬ ‭memberships.‬ ‭Removal‬ ‭of‬ ‭the‬ ‭creator‬ ‭or‬ ‭supporter‬ ‭from‬

‭participation‬ ‭in‬ ‭memberships‬ ‭will‬ ‭prohibit‬ ‭the‬ ‭creator‬ ‭from‬ ‭accepting‬ ‭new‬

‭payments,‬ ‭and‬ ‭prohibit‬ ‭the‬ ‭supporter‬ ‭from‬ ‭making‬ ‭new‬ ‭payments,‬ ‭but‬ ‭will‬

‭not‬ ‭result‬ ‭in‬ ‭the‬ ‭automatic‬ ‭removal‬ ‭of‬ ‭the‬ ‭creator‬ ‭or‬ ‭supporter‬ ‭from‬ ‭the‬



‭Platform‬ ‭unless‬ ‭there‬ ‭is‬ ‭an‬ ‭independent‬ ‭basis‬ ‭for‬ ‭their‬ ‭removal‬ ‭from‬ ‭the‬

‭Platform.‬

‭12.4.‬ ‭Please let us know if you see potential violations of these Terms.‬

‭12.5.‬ ‭We‬‭are‬‭constantly‬‭testing‬‭out‬‭new‬‭features‬‭with‬‭the‬‭goal‬‭of‬‭making‬‭Herohero‬

‭better.‬ ‭We‬ ‭may‬ ‭add‬ ‭or‬ ‭remove‬ ‭features,‬ ‭and‬ ‭often‬ ‭test‬ ‭features‬ ‭with‬ ‭a‬

‭random‬ ‭subset‬ ‭of‬ ‭our‬ ‭community.‬ ‭If‬ ‭we‬ ‭believe‬ ‭a‬ ‭feature‬ ‭is‬ ‭significantly‬

‭different from these Terms, then we explain those differences in the test.‬

‭12.6.‬ ‭With‬ ‭your‬ ‭permission,‬ ‭we‬ ‭may‬ ‭give‬ ‭other‬ ‭websites‬ ‭or‬ ‭services‬ ‭the‬ ‭ability‬ ‭to‬

‭verify‬ ‭information‬ ‭about‬ ‭your‬ ‭Herohero‬ ‭account‬ ‭or‬ ‭perform‬ ‭actions‬‭on‬‭your‬

‭behalf.‬‭This‬‭permission‬‭is‬‭asked‬‭for‬‭when‬‭you‬‭connect‬‭your‬‭Herohero‬‭account‬

‭to these other websites or services. You can learn more in our Privacy Policy.‬

‭12.7.‬ ‭We‬ ‭allow‬ ‭you‬ ‭to‬ ‭access‬ ‭an‬ ‭overview‬ ‭of‬ ‭popular‬ ‭creators‬ ‭on‬ ‭the‬ ‭Platform.‬

‭Creators‬ ‭listed‬ ‭in‬ ‭the‬ ‭popular‬ ‭creators‬ ‭section‬ ‭are‬ ‭selected‬ ‭by‬ ‭Herohero‬

‭team and sorted in random order.‬

‭13.‬ ‭Deleting an Account‬

‭TLDR:‬‭If‬‭you‬‭would‬‭like‬‭to,‬‭you‬‭may‬‭delete‬‭your‬‭account.‬‭We‬‭can‬‭terminate‬‭or‬

‭disable your account at our discretion.‬

‭13.1.‬ ‭You can permanently delete your account by accessing your profile settings.‬

‭13.2.‬ ‭We‬‭can‬‭terminate‬‭or‬‭suspend‬‭your‬‭account‬‭at‬‭any‬‭time‬‭at‬‭our‬‭discretion.‬‭We‬

‭can‬ ‭also‬ ‭cancel‬ ‭any‬ ‭membership‬ ‭subscriptions‬ ‭and‬ ‭remove‬ ‭any‬

‭descriptions, posts or benefits at our discretion.‬

‭13.3.‬ ‭These Terms remain in effect even if you no longer have an account.‬

‭14.‬ ‭Creations‬



‭TLDR:‬ ‭You‬ ‭permit‬ ‭us‬ ‭to‬ ‭use‬ ‭your‬ ‭creations‬ ‭on‬ ‭Herohero,‬ ‭but‬ ‭you‬ ‭keep‬

‭complete‬‭ownership‬‭of‬‭them.‬‭Make‬‭sure‬‭you‬‭have‬‭the‬‭right‬‭to‬‭use‬‭creations‬

‭that you offer on Herohero.‬

‭14.1.‬ ‭You‬ ‭keep‬ ‭full‬ ‭ownership‬ ‭of‬ ‭all‬ ‭creations‬ ‭that‬ ‭you‬ ‭offer‬ ‭on‬ ‭Herohero,‬ ‭but‬ ‭we‬

‭need licenses from you to operate Herohero effectively.‬

‭14.2.‬ ‭By‬ ‭posting‬ ‭creations‬ ‭on‬ ‭Herohero‬ ‭you‬ ‭grant‬ ‭us‬ ‭a‬ ‭royalty-free,‬ ‭perpetual,‬

‭irrevocable,‬ ‭non-exclusive,‬ ‭sublicensable,‬ ‭worldwide‬ ‭license‬ ‭to‬ ‭use,‬

‭reproduce,‬‭distribute,‬‭perform,‬‭publicly‬‭display‬‭or‬‭prepare‬‭derivative‬‭works‬‭of‬

‭your‬ ‭creation.‬ ‭The‬ ‭purpose‬ ‭of‬ ‭this‬ ‭license‬ ‭is‬ ‭strictly‬ ‭limited‬ ‭to‬ ‭allow‬ ‭us‬ ‭to‬

‭provide‬ ‭and‬ ‭promote‬ ‭memberships‬ ‭to‬ ‭your‬ ‭supporters.‬ ‭We‬ ‭will‬ ‭never‬ ‭try‬ ‭to‬

‭steal your creations or use them in an exploitative way.‬

‭14.3.‬ ‭You‬ ‭may‬ ‭not‬ ‭post‬ ‭creations‬ ‭that‬ ‭infringe‬ ‭others'‬ ‭intellectual‬ ‭property‬ ‭or‬

‭proprietary rights.‬

‭14.4.‬ ‭You‬ ‭are‬ ‭also‬ ‭responsible‬ ‭for‬ ‭all‬ ‭content‬ ‭created‬ ‭or‬ ‭provided‬ ‭by‬ ‭you‬ ‭on‬ ‭our‬

‭Platform.‬‭You‬‭understand‬‭and‬‭acknowledge‬‭that‬‭you‬‭are‬‭responsible‬‭for‬‭any‬

‭content‬ ‭you‬ ‭submit‬ ‭or‬ ‭contribute,‬ ‭and‬ ‭you‬ ‭have‬ ‭full‬ ‭responsibility‬ ‭for‬ ‭such‬

‭content, including its legality, reliability, accuracy, and appropriateness.‬

‭14.5.‬ ‭Supporters‬ ‭may‬ ‭not‬ ‭use‬ ‭creations‬ ‭posted‬ ‭by‬ ‭creators‬ ‭in‬ ‭any‬ ‭way‬ ‭not‬

‭authorized by the creator.‬

‭15.‬ ‭Third-party apps‬

‭TLDR:‬ ‭To‬ ‭get‬ ‭the‬ ‭most‬ ‭out‬ ‭of‬ ‭our‬ ‭Platform‬ ‭you‬ ‭may‬ ‭grant‬ ‭Herohero‬

‭permission‬ ‭to‬ ‭access‬ ‭third-party‬ ‭apps.‬ ‭You‬ ‭may‬ ‭revoke‬ ‭this‬ ‭permission‬ ‭at‬

‭any time.‬



‭15.1.‬ ‭You‬ ‭may‬ ‭grant‬ ‭Herohero‬ ‭access‬ ‭to‬ ‭your‬ ‭third-party‬ ‭accounts,‬ ‭such‬ ‭as‬

‭Google,‬‭YouTube,‬‭Facebook,‬‭Instagram,‬‭Twitter,‬‭and‬‭Twitch,‬‭in‬‭order‬‭for‬‭some‬

‭Herohero‬ ‭features‬ ‭to‬ ‭operate.‬ ‭Each‬ ‭time‬ ‭you‬ ‭connect‬ ‭your‬ ‭third-party‬

‭account,‬ ‭that‬ ‭third-party‬ ‭account‬ ‭will‬ ‭present‬ ‭a‬ ‭page‬ ‭that‬ ‭describes‬ ‭the‬

‭information that Herohero can access.‬

‭15.2.‬ ‭At‬ ‭any‬ ‭time,‬ ‭you‬ ‭can‬ ‭revoke‬ ‭Herohero’s‬‭access‬‭to‬‭those‬‭accounts‬‭using‬‭the‬

‭respective third party’s security settings page.‬

‭16.‬ ‭Herohero’s creations‬

‭TLDR:‬ ‭We‬ ‭encourage‬ ‭you‬ ‭to‬ ‭use‬ ‭our‬ ‭intellectual‬ ‭property‬ ‭to‬ ‭promote‬ ‭your‬

‭Herohero‬ ‭page,‬ ‭but‬ ‭do‬ ‭not‬ ‭use‬ ‭our‬ ‭intellectual‬ ‭property‬ ‭for‬ ‭anything‬ ‭else‬

‭without permission.‬

‭16.1.‬ ‭Our‬ ‭creations‬ ‭are‬ ‭protected‬ ‭by‬ ‭copyright,‬‭trademark‬‭and‬‭trade‬‭secret‬‭laws.‬

‭Some‬ ‭examples‬ ‭of‬ ‭our‬ ‭creations‬ ‭are‬ ‭the‬ ‭text‬ ‭on‬ ‭the‬ ‭site,‬ ‭our‬ ‭logo,‬ ‭and‬ ‭our‬

‭codebase.‬ ‭We‬ ‭grant‬ ‭you‬ ‭a‬ ‭license‬ ‭to‬ ‭use‬ ‭our‬ ‭logo‬ ‭and‬ ‭other‬ ‭copyrights‬ ‭or‬

‭trademarks to promote your Herohero page.‬

‭16.2.‬ ‭You‬‭may‬‭not‬‭otherwise‬‭use,‬‭reproduce,‬‭distribute,‬‭perform,‬‭publicly‬‭display‬‭or‬

‭prepare‬ ‭derivative‬ ‭works‬ ‭of‬ ‭our‬ ‭creations‬ ‭unless‬ ‭we‬ ‭give‬ ‭you‬ ‭permission‬ ‭in‬

‭writing. Please ask if you have any questions.‬

‭17.‬ ‭Indemnity‬

‭TLDR:‬ ‭To‬ ‭the‬ ‭extent‬ ‭permitted‬ ‭by‬ ‭law,‬ ‭you‬ ‭indemnify‬ ‭us‬ ‭from‬ ‭all‬‭losses‬‭and‬

‭liabilities, including legal fees, that arise from these Terms.‬

‭17.1.‬ ‭To‬ ‭the‬ ‭extent‬ ‭permitted‬ ‭by‬ ‭law,‬ ‭you‬ ‭will‬ ‭indemnify‬ ‭us‬ ‭from‬ ‭all‬ ‭losses‬ ‭and‬

‭liabilities,‬ ‭including‬ ‭legal‬ ‭fees,‬ ‭that‬ ‭arise‬ ‭from‬ ‭these‬ ‭Terms‬ ‭or‬ ‭relate‬ ‭to‬ ‭your‬

‭use‬‭of‬‭Herohero.‬‭We‬‭reserve‬‭the‬‭right‬‭to‬‭exclusive‬‭control‬‭over‬‭the‬‭defence‬‭of‬



‭a‬‭claim‬‭covered‬‭by‬‭this‬‭clause.‬‭If‬‭we‬‭use‬‭this‬‭right‬‭then‬‭you‬‭will‬‭help‬‭us‬‭in‬‭our‬

‭defence.‬

‭17.2.‬ ‭Your‬ ‭obligation‬ ‭to‬ ‭indemnify‬ ‭under‬ ‭this‬ ‭clause‬ ‭also‬ ‭applies‬ ‭to‬ ‭our‬

‭subsidiaries,‬ ‭affiliates,‬ ‭officers,‬ ‭directors,‬ ‭employees,‬ ‭agents‬ ‭and‬ ‭third-party‬

‭service providers.‬

‭18.‬ ‭Warranty disclaimer‬

‭TLDR: Herohero is provided “as is” and without any warranty.‬

‭18.1.‬ ‭Herohero‬ ‭is‬ ‭provided‬ ‭“as‬ ‭is”‬ ‭and‬‭without‬‭warranty‬‭of‬‭any‬‭kind.‬‭Any‬‭warranty‬

‭of‬ ‭merchantability,‬ ‭fitness‬ ‭for‬ ‭a‬ ‭particular‬ ‭purpose,‬ ‭non-infringement,‬ ‭and‬

‭any other warranty is excluded to the greatest extent permitted by law.‬

‭18.2.‬ ‭The‬ ‭disclaimers‬ ‭of‬‭warranty‬‭under‬‭this‬‭clause‬‭also‬‭apply‬‭to‬‭our‬‭subsidiaries,‬

‭affiliates and third-party service providers.‬

‭18.3.‬ ‭You‬ ‭acknowledge‬ ‭and‬ ‭agree‬ ‭that‬ ‭Herohero‬ ‭shall‬ ‭not‬‭be‬‭responsible‬‭for‬‭any‬

‭loss‬ ‭of‬ ‭data‬ ‭uploaded‬ ‭on‬ ‭the‬ ‭Platform.‬ ‭We‬ ‭strongly‬ ‭recommend‬ ‭you‬ ‭to‬

‭regularly back up the data that you do not want to lose.‬

‭19.‬ ‭Limitation of liability‬

‭TLDR:‬ ‭To‬ ‭the‬ ‭extent‬ ‭permitted‬ ‭by‬ ‭law,‬ ‭we‬ ‭are‬ ‭released‬ ‭from‬ ‭liability.‬ ‭If‬ ‭you‬

‭lose‬ ‭money‬ ‭as‬ ‭a‬ ‭result‬ ‭of‬‭using‬‭Herohero,‬‭any‬‭payment‬‭to‬‭you‬‭is‬‭limited‬‭to‬

‭the amount of money we have earned through your use of Herohero.‬

‭19.1.‬ ‭To‬ ‭the‬ ‭extent‬ ‭permitted‬ ‭by‬ ‭law,‬ ‭we‬ ‭are‬ ‭not‬ ‭liable‬ ‭to‬ ‭you‬ ‭for‬ ‭any‬ ‭incidental,‬

‭consequential‬‭or‬‭punitive‬‭damages‬‭arising‬‭out‬‭of‬‭these‬‭Terms,‬‭or‬‭your‬‭use‬‭or‬

‭attempted‬ ‭use‬ ‭of‬ ‭Herohero.‬ ‭To‬ ‭the‬ ‭extent‬ ‭permitted‬ ‭by‬ ‭law,‬ ‭our‬ ‭liability‬ ‭for‬

‭damages‬ ‭is‬ ‭limited‬ ‭to‬ ‭the‬ ‭amount‬ ‭of‬ ‭money‬ ‭we‬ ‭have‬ ‭earned‬ ‭through‬‭your‬

‭use‬ ‭of‬ ‭Herohero.‬ ‭We‬ ‭are‬ ‭specifically‬ ‭not‬ ‭liable‬ ‭for‬ ‭loss‬ ‭associated‬ ‭with‬



‭unfulfilled‬ ‭benefits‬ ‭and‬ ‭from‬ ‭losses‬ ‭caused‬ ‭by‬ ‭conflicting‬ ‭contractual‬

‭agreements.‬

‭19.2.‬ ‭For‬‭this‬‭clause‬‭“we”‬‭and‬‭“our”‬‭is‬‭defined‬‭to‬‭include‬‭our‬‭subsidiaries,‬‭affiliates,‬

‭officers, directors, employees, agents and third-party service providers.‬

‭20.‬ ‭Dispute resolution and Governing law‬

‭TLDR:‬ ‭Please‬ ‭try‬ ‭to‬ ‭resolve‬ ‭any‬ ‭disputes‬ ‭with‬ ‭us‬‭amicably.‬‭These‬‭Terms‬‭are‬

‭governed‬‭by‬‭the‬‭laws‬‭of‬‭the‬‭Czech‬‭Republic‬‭and‬‭disputes‬‭arising‬‭from‬‭these‬

‭Terms‬ ‭shall‬ ‭be‬ ‭the‬ ‭exclusive‬ ‭jurisdiction‬ ‭of‬ ‭the‬ ‭competent‬ ‭courts‬ ‭of‬ ‭the‬

‭Czech Republic.‬

‭20.1.‬ ‭We‬‭encourage‬‭you‬‭to‬‭contact‬‭us‬‭if‬‭you‬‭have‬‭an‬‭issue.‬‭If‬‭a‬‭dispute‬‭does‬‭arise‬

‭out‬ ‭of‬ ‭these‬ ‭Terms‬ ‭or‬ ‭related‬ ‭to‬ ‭your‬ ‭use‬ ‭of‬ ‭Herohero,‬ ‭and‬ ‭it‬ ‭cannot‬ ‭be‬

‭resolved after you talk with us, then it must be resolved by competent courts.‬

‭20.2.‬ ‭These‬ ‭Terms‬ ‭shall‬ ‭be‬ ‭governed‬ ‭by‬ ‭and‬ ‭construed‬ ‭in‬ ‭accordance‬ ‭with‬ ‭the‬

‭laws‬ ‭of‬ ‭the‬ ‭Czech‬ ‭Republic.‬ ‭These‬ ‭Terms‬ ‭will‬ ‭not‬ ‭limit‬ ‭any‬ ‭consumer‬

‭protection‬ ‭rights‬ ‭that‬ ‭you‬ ‭may‬ ‭be‬ ‭entitled‬ ‭to‬ ‭under‬ ‭the‬ ‭mandatory‬ ‭laws‬ ‭of‬

‭your country of residence.‬

‭20.3.‬ ‭All‬‭disputes‬‭arising‬‭from‬‭these‬‭Terms‬‭shall‬‭be‬‭the‬‭exclusive‬‭jurisdiction‬‭of‬‭the‬

‭competent courts of the Czech Republic.‬

‭21.‬ ‭Miscellaneous‬

‭TLDR:‬‭These‬‭Terms‬‭and‬‭other‬‭policies‬‭are‬‭the‬‭entire‬‭Agreement‬‭between‬‭you‬

‭and‬ ‭us.‬ ‭We‬ ‭may‬ ‭sometimes‬ ‭make‬ ‭changes‬ ‭to‬ ‭these‬ ‭Terms‬ ‭and‬ ‭other‬

‭policies, if we do so significantly, we will let you know!‬

‭21.1.‬ ‭These‬‭Terms‬‭and‬‭any‬‭referenced‬‭policies‬‭are‬‭the‬‭entire‬‭agreement‬‭between‬

‭you‬ ‭and‬ ‭us,‬ ‭and‬ ‭supersede‬ ‭all‬ ‭prior‬ ‭agreements.‬ ‭If‬ ‭any‬ ‭provision‬ ‭of‬ ‭these‬



‭Terms‬ ‭is‬ ‭held‬ ‭to‬ ‭be‬ ‭unenforceable,‬ ‭then‬ ‭that‬ ‭provision‬ ‭is‬ ‭modified‬ ‭to‬ ‭the‬

‭extent‬‭necessary‬‭to‬‭enforce‬‭it.‬‭If‬‭a‬‭provision‬‭cannot‬‭be‬‭modified,‬‭it‬‭is‬‭severed‬

‭from‬‭these‬‭Terms,‬‭and‬‭all‬‭other‬‭provisions‬‭remain‬‭in‬‭force.‬‭If‬‭either‬‭party‬‭fails‬

‭to‬ ‭enforce‬ ‭a‬ ‭right‬ ‭provided‬ ‭by‬ ‭these‬ ‭Terms,‬ ‭it‬ ‭does‬ ‭not‬ ‭waive‬ ‭the‬ ‭ability‬ ‭to‬

‭enforce any rights in the future.‬

‭21.2.‬ ‭Specifically‬‭excluded‬‭from‬‭application‬‭to‬‭these‬‭Terms‬‭is‬‭the‬‭law‬‭known‬‭as‬‭the‬

‭United Nations Convention on the International Sale of Goods.‬

‭21.3.‬ ‭We‬ ‭may‬ ‭sometimes‬ ‭make‬ ‭changes‬ ‭to‬ ‭these‬‭Terms‬‭and‬‭other‬‭policies.‬‭If‬‭we‬

‭make‬‭material‬‭changes‬‭that‬‭adversely‬‭affect‬‭your‬‭rights,‬‭then‬‭we‬‭will‬‭let‬‭you‬

‭know‬‭before‬‭the‬‭changes‬‭come‬‭into‬‭effect.‬‭Continuing‬‭to‬‭use‬‭Herohero‬‭after‬

‭a change means you accept the new terms or policies.‬

‭21.4.‬ ‭We‬ ‭will‬ ‭send‬ ‭you‬ ‭information‬ ‭relating‬ ‭to‬ ‭your‬ ‭account‬ ‭(e.g.‬ ‭payment‬

‭authorizations,‬ ‭invoices,‬ ‭changes‬ ‭in‬ ‭password‬ ‭or‬ ‭Payment‬ ‭Method,‬

‭confirmation‬ ‭messages,‬ ‭notices)‬ ‭in‬ ‭electronic‬ ‭form‬ ‭only,‬ ‭for‬ ‭example‬ ‭via‬

‭emails to your email address provided during registration.‬

‭21.5.‬ ‭If‬ ‭you‬ ‭have‬ ‭any‬ ‭questions‬ ‭or‬ ‭concerns‬ ‭regarding‬ ‭these‬ ‭Terms‬ ‭or‬ ‭other‬

‭policies, please contact us.‬

‭Effective‬‭[*]‬‭. 12. 2023‬



‭Privacy Policy‬
‭Welcome to Herohero!‬

‭Herohero‬ ‭is‬ ‭a‬ ‭platform‬ ‭where‬ ‭supporters‬ ‭can‬ ‭support‬‭and‬‭engage‬‭with‬‭creators.‬

‭This‬ ‭Privacy‬ ‭Policy‬ ‭applies‬ ‭to‬ ‭supporters,‬ ‭creators,‬ ‭and‬ ‭all‬ ‭users‬ ‭of‬ ‭our‬ ‭platform,‬

‭and is part of our Terms of Service.‬

‭Herohero‬ ‭is‬ ‭a‬ ‭global‬ ‭company.‬ ‭By‬ ‭using‬ ‭our‬ ‭platform,‬ ‭you‬ ‭agree‬ ‭that‬ ‭your‬

‭personal‬ ‭information‬ ‭that‬ ‭you‬ ‭provide‬ ‭directly‬ ‭to‬ ‭us,‬ ‭or‬ ‭that‬ ‭we‬ ‭collect‬ ‭through‬

‭your‬ ‭use‬ ‭of‬‭the‬‭platform,‬‭may‬‭be‬‭transferred‬‭to‬‭and‬‭stored‬‭in‬‭the‬‭Czech‬‭Republic‬

‭and handled as described in this Policy.‬

‭Information You Provide Through Your Account‬

‭This‬ ‭is‬ ‭information‬ ‭that‬ ‭you‬ ‭provide‬ ‭to‬ ‭us‬ ‭through‬‭text‬‭fields,‬‭such‬‭as‬‭your‬‭name,‬

‭payment‬ ‭information‬ ‭and‬ ‭benefits.‬ ‭The‬ ‭information‬ ‭we‬ ‭collect‬ ‭differs‬ ‭depending‬

‭on if you make an account, become a supporter, or become a creator.‬

‭●‬ ‭First and Last Name‬

‭●‬ ‭E-mail address‬

‭●‬ ‭Username‬

‭●‬ ‭Password‬

‭●‬ ‭State and Country of Residence‬

‭You‬‭may‬‭also‬‭sign‬‭up‬‭using‬‭a‬‭Facebook‬‭or‬‭Google‬‭account.‬‭We‬‭will‬‭ask‬‭permission‬

‭to‬‭access‬‭basic‬‭information‬‭from‬‭your‬‭Facebook‬‭or‬‭Google‬‭account,‬‭such‬‭as‬‭your‬

‭name,‬‭e-mail,‬‭and‬‭profile‬‭picture.‬‭You‬‭can‬‭choose‬‭to‬‭stop‬‭sharing‬‭that‬‭information‬



‭with‬‭us‬‭at‬‭any‬‭time‬‭by‬‭going‬‭to‬‭Facebook‬‭or‬‭Google‬‭to‬‭remove‬‭Herohero’s‬‭access‬

‭to that account and your ability to log in.‬

‭You‬‭also‬‭have‬‭the‬‭option‬‭to‬‭add‬‭more‬‭information‬‭to‬‭your‬‭public‬‭profile,‬‭such‬‭as‬‭a‬

‭location,‬ ‭social‬ ‭media‬ ‭links,‬‭and‬‭an‬‭about‬‭section,‬‭which‬‭we‬‭store‬‭along‬‭with‬‭any‬

‭comments or messages you submit on Herohero.‬

‭Supporters‬

‭A‬ ‭supporter‬ ‭is‬ ‭someone‬ ‭who‬ ‭joins‬ ‭Herohero’s‬‭membership‬‭platform‬‭to‬‭support‬‭a‬

‭creator’s‬ ‭membership‬ ‭content.‬ ‭As‬ ‭a‬ ‭supporter,‬ ‭you‬ ‭must‬ ‭provide‬ ‭your‬ ‭payment‬

‭information‬ ‭to‬ ‭our‬ ‭payment‬ ‭processor‬ ‭Stripe.‬ ‭You‬ ‭can‬ ‭see‬ ‭the‬ ‭privacy‬ ‭policy‬ ‭for‬

‭the‬ ‭payment‬ ‭processor‬ ‭on‬ ‭the‬‭Stripe‬ ‭site.‬‭At‬‭this‬‭time,‬‭Herohero‬‭does‬‭not‬‭receive‬

‭your‬‭full‬‭card‬‭number.‬‭Payment‬‭processors‬‭provide‬‭us‬‭with‬‭a‬‭token‬‭that‬‭represents‬

‭your‬‭account,‬‭your‬‭card’s‬‭expiration‬‭date,‬‭card‬‭type‬‭and‬‭the‬‭last‬‭four‬‭digits‬‭of‬‭your‬

‭card‬ ‭number.‬ ‭If‬ ‭you‬‭are‬‭required‬‭to‬‭provide‬‭your‬‭name‬‭and‬‭email‬‭address‬‭to‬‭the‬

‭payment processor, then they also provide us with that information.‬

‭We‬ ‭collect‬ ‭and‬ ‭process‬ ‭information‬ ‭about‬ ‭the‬ ‭creators‬ ‭you‬ ‭support,‬ ‭the‬ ‭level‬ ‭at‬

‭which‬ ‭you‬ ‭support‬ ‭them,‬ ‭what‬ ‭benefits‬ ‭you‬ ‭receive‬ ‭and‬ ‭how‬ ‭often‬ ‭you‬ ‭support‬

‭them.‬ ‭As‬ ‭a‬ ‭supporter,‬ ‭if‬ ‭you‬ ‭select‬ ‭a‬‭benefit‬‭tier‬‭with‬‭a‬‭physical‬‭benefit,‬‭then‬‭you‬

‭will‬ ‭provide‬ ‭your‬‭shipping‬‭information,‬‭including‬‭phone‬‭number,‬‭so‬‭the‬‭creator‬‭or‬

‭Herohero can ship you the benefit, or provide updates related to the shipment.‬

‭Creators‬

‭A‬ ‭creator‬ ‭is‬ ‭someone‬ ‭who‬ ‭creates‬ ‭and‬ ‭provides‬ ‭content‬ ‭for‬ ‭their‬ ‭supporters‬

‭through‬‭Herohero’s‬‭membership‬‭platform.‬‭To‬‭become‬‭a‬‭creator,‬‭you‬‭must‬‭create‬

‭a‬‭page‬‭that‬‭describes‬‭what‬‭you‬‭are‬‭creating‬‭and‬‭any‬‭benefits‬‭you‬‭are‬‭offering.‬‭To‬

‭receive‬ ‭payouts,‬‭you‬‭have‬‭to‬‭create‬‭an‬‭account‬‭with‬‭our‬‭payment‬‭partner‬‭Stripe.‬

‭We‬ ‭may‬ ‭also‬ ‭require‬ ‭your‬ ‭bank‬ ‭account‬ ‭information‬ ‭to‬ ‭process‬ ‭pay-outs.‬ ‭You‬



‭must‬ ‭also‬ ‭provide‬ ‭us‬ ‭with‬ ‭additional‬ ‭information‬‭for‬‭tax‬‭purposes.‬‭Depending‬‭on‬

‭your location you may have to fill out a form with some combination of your:‬

‭●‬ ‭First and Last Name‬

‭●‬ ‭Address‬

‭●‬ ‭Social Security Number or Employer Identification Number‬

‭●‬ ‭Country of citizenship‬

‭●‬ ‭Foreign tax identification number‬

‭●‬ ‭Date of birth‬

‭●‬ ‭Your non-profit registration number, if you are a non-profit business‬

‭●‬ ‭Bank account information for payouts‬

‭●‬ ‭Phone Number‬

‭Additional Information We Collect‬

‭Automatically Collected Information‬

‭We‬ ‭collect‬ ‭information‬ ‭automatically‬ ‭as‬ ‭you‬ ‭navigate‬ ‭the‬ ‭site‬ ‭or‬ ‭through‬ ‭our‬

‭third-party‬‭analytics‬‭providers.‬‭We‬‭may‬‭store‬‭usage‬‭information‬‭such‬‭as‬‭the‬‭type‬

‭of‬ ‭device‬ ‭you‬ ‭use‬ ‭to‬ ‭access‬ ‭Herohero,‬ ‭your‬ ‭operating‬ ‭system,‬ ‭browser‬ ‭type,‬ ‭IP‬

‭address,‬‭and‬‭device‬‭ID,‬‭the‬‭pages‬‭you‬‭visit‬‭or‬‭request,‬‭links‬‭clicked,‬‭referring‬‭sites,‬

‭user‬ ‭interactions‬ ‭and‬ ‭your‬ ‭search‬ ‭terms.‬ ‭We‬ ‭also‬ ‭derive‬ ‭your‬ ‭location‬‭from‬‭your‬

‭self-disclosed country, your IP address, and from your payment card.‬

‭User Surveys‬



‭From‬ ‭time‬ ‭to‬ ‭time,‬ ‭we‬ ‭may‬ ‭solicit‬‭your‬‭participation‬‭in‬‭user‬‭surveys.‬‭We‬‭may‬‭ask‬

‭you‬ ‭demographic‬ ‭information,‬ ‭including‬ ‭information‬ ‭related‬ ‭to‬ ‭your‬ ‭gender,‬

‭ethnicity,‬ ‭race,‬ ‭age,‬ ‭sexual‬ ‭orientation,‬ ‭earnings,‬ ‭and‬ ‭accessibility‬ ‭to‬ ‭better‬

‭understand‬ ‭and‬ ‭serve‬ ‭our‬ ‭user‬ ‭base‬ ‭which‬ ‭you‬ ‭may‬ ‭elect‬ ‭to‬ ‭share‬ ‭or‬ ‭not.‬ ‭We‬

‭collect‬ ‭such‬ ‭information‬ ‭to‬ ‭ensure‬ ‭we‬ ‭provide‬ ‭fair‬ ‭and‬ ‭equal‬ ‭access‬ ‭to‬ ‭our‬

‭services‬‭and‬‭to‬‭showcase‬‭creators‬‭to‬‭supporters‬‭for‬‭greater‬‭discoverability.‬‭To‬‭the‬

‭extent that you participate, we will store your survey responses.‬

‭Information Collected by Third Parties‬

‭Cookies‬

‭We‬ ‭use‬ ‭Cookies‬ ‭on‬ ‭our‬ ‭website‬ ‭that‬ ‭collect‬ ‭information‬ ‭to‬ ‭allow‬ ‭us‬ ‭and‬ ‭third‬

‭parties to understand your use of Herohero.‬

‭Please‬ ‭see‬ ‭our Cookie‬ ‭Policy‬ ‭for‬ ‭more‬ ‭information‬ ‭on‬ ‭our‬ ‭use‬ ‭of‬ ‭cookies‬ ‭on‬

‭Herohero.‬

‭Social Media Features and Widgets‬

‭We‬ ‭use‬ ‭social‬ ‭media‬ ‭features,‬ ‭including‬ ‭the‬ ‭Facebook‬ ‭Like‬ ‭button‬ ‭and‬ ‭widgets,‬

‭such‬ ‭as‬ ‭the‬ ‭Share‬ ‭button‬ ‭or‬ ‭similar‬ ‭interactive‬ ‭mini-programs‬ ‭that‬ ‭run‬ ‭on‬

‭Herohero.‬ ‭If‬ ‭you‬ ‭provide‬ ‭your‬ ‭social‬ ‭media‬ ‭information‬ ‭to‬ ‭us,‬ ‭we‬ ‭may‬ ‭use‬ ‭it‬ ‭to‬

‭interact‬ ‭with‬ ‭you‬ ‭on‬ ‭these‬ ‭social‬ ‭networks.‬ ‭These‬ ‭features‬ ‭may‬ ‭collect‬ ‭your‬ ‭IP‬

‭address‬‭and‬‭other‬‭personal‬‭data‬‭including‬‭which‬‭page‬‭you‬‭are‬‭visiting‬‭on‬‭our‬‭site‬

‭and‬ ‭may‬ ‭set‬ ‭a‬ ‭cookie‬ ‭to‬ ‭enable‬ ‭the‬ ‭feature‬ ‭to‬ ‭function‬ ‭properly.‬ ‭Social‬ ‭media‬

‭features‬ ‭and‬ ‭widgets‬ ‭are‬ ‭either‬ ‭hosted‬ ‭by‬ ‭a‬ ‭third‬ ‭party‬ ‭or‬ ‭hosted‬ ‭directly‬ ‭on‬

‭Herohero.‬‭Your‬‭interactions‬‭with‬‭these‬‭Features‬‭are‬‭governed‬‭by‬‭the‬‭privacy‬‭policy‬

‭of‬ ‭the‬ ‭company‬ ‭providing‬ ‭it.‬ ‭For‬ ‭more‬ ‭information‬ ‭on‬ ‭the‬ ‭technologies‬ ‭used‬ ‭by‬

‭these‬ ‭social‬ ‭networks,‬ ‭please‬ ‭refer‬ ‭to‬ ‭their‬ ‭specific‬ ‭privacy‬ ‭notices.‬ ‭We‬ ‭have‬

‭provided links to the most used social networks below for easy reference:‬



‭●‬ ‭Facebook:‬‭ https://www.facebook.com/about/privacy/‬

‭●‬ ‭Twitter:‬‭ https://twitter.com/privacy‬

‭●‬ ‭YouTube:‬‭ https://policies.google.com/privacy‬

‭●‬ ‭Instagram:‬‭ https://help.instagram.com/155833707900388‬

‭●‬ ‭Twitch: ‬‭https://www.twitch.tv/p/legal/privacy-notice/‬

‭How We Use Your Information‬

‭We process your information to:‬

‭●‬ ‭verify your identity to comply with EU, state, and international laws‬

‭●‬ ‭allow you to sign into your account‬

‭●‬ ‭allow you to support a creator’s membership program on Herohero‬

‭●‬ ‭process membership payments and pay-outs‬

‭●‬ ‭send merchandise to your shipping address‬

‭●‬ ‭send‬ ‭you‬ ‭emails‬ ‭relevant‬ ‭to‬ ‭your‬ ‭usage,‬ ‭as‬ ‭controlled‬ ‭by‬ ‭your‬ ‭email‬

‭preferences‬

‭●‬ ‭reply to your questions‬

‭●‬ ‭provide‬ ‭to‬ ‭you‬ ‭existing‬ ‭and‬ ‭enhanced‬ ‭services‬ ‭related‬ ‭to‬ ‭your‬ ‭Herohero‬

‭account‬

‭●‬ ‭promote your Herohero account for greater discoverability‬

‭●‬ ‭spotlight and celebrate creators‬

https://www.facebook.com/about/privacy/
https://twitter.com/privacy
https://policies.google.com/privacy
https://help.instagram.com/155833707900388
https://www.twitch.tv/p/legal/privacy-notice/


‭●‬ ‭market‬ ‭Herohero‬ ‭products‬ ‭and‬ ‭services‬ ‭to‬ ‭you‬ ‭or‬ ‭to‬ ‭audiences‬ ‭similar‬ ‭to‬

‭you‬ ‭based‬ ‭on‬ ‭your‬ ‭networks‬ ‭ and‬ ‭common‬ ‭factors‬ ‭that‬ ‭others‬ ‭have‬ ‭with‬

‭you, unless you opt-out, as controlled by your email preferences‬

‭●‬ ‭understand‬‭how‬‭you‬‭use‬‭the‬‭service,‬‭and‬‭create‬‭better‬‭tools‬‭for‬‭creators‬‭to‬

‭serve supporters‬

‭●‬ ‭conduct‬ ‭research‬ ‭and‬ ‭development‬ ‭to‬ ‭improve‬ ‭Herohero‬ ‭and‬ ‭develop‬

‭future products‬

‭●‬ ‭prevent fraud and abuse on Herohero‬

‭●‬ ‭provide you with reasonable accommodation, if you notify us of a disability‬

‭Information We Share with Creators‬

‭By‬‭becoming‬‭a‬‭supporter‬‭of‬‭a‬‭creator,‬‭you‬‭agree‬‭to‬‭have‬‭the‬‭following‬‭information‬

‭shared with that creator:‬

‭●‬ ‭your‬ ‭name‬ ‭and‬ ‭email‬ ‭address,‬ ‭and‬ ‭other‬ ‭profile‬ ‭information‬ ‭you’ve‬

‭provided‬

‭●‬ ‭any messages you send creators through Herohero‬

‭●‬ ‭your physical address, city, state, and country‬

‭●‬ ‭all‬‭information‬‭about‬‭your‬‭pledge,‬‭including‬‭amount‬‭and‬‭start‬‭date,‬‭but‬‭not‬

‭your full payment card information‬

‭●‬ ‭some‬‭aggregated‬‭and‬‭anonymized‬‭data‬‭about‬‭how‬‭you‬‭use‬‭Herohero‬‭that‬

‭cannot be linked back to you or any individual user‬

‭Information We Share with Third Parties‬



‭We‬ ‭never‬ ‭sell‬ ‭your‬ ‭information‬ ‭to‬ ‭third‬ ‭parties.‬ ‭We‬ ‭will‬‭only‬‭share‬‭data‬‭with‬‭third‬

‭parties, other than with creators, under the following circumstances:‬

‭●‬ ‭with‬‭your‬‭consent,‬‭to‬‭creators’‬‭service‬‭providers,‬‭to‬‭deliver‬‭benefits,‬‭such‬‭as‬

‭to‬ ‭ship‬ ‭packages‬ ‭to‬ ‭you.‬ ‭You‬ ‭should‬ ‭read‬ ‭these‬ ‭service‬ ‭providers’‬‭privacy‬

‭policies to see how they use and share your data.‬

‭●‬ ‭with‬ ‭our‬ ‭service‬ ‭providers,‬ ‭who‬ ‭are‬ ‭companies‬ ‭that‬ ‭are‬ ‭contractually‬

‭engaged‬‭with‬‭us‬‭to‬‭provide‬‭us‬‭with‬‭services,‬‭such‬‭as‬‭order‬‭fulfilment,‬‭email‬

‭management,‬ ‭analysing‬ ‭data‬ ‭trends,‬ ‭credit‬ ‭card‬ ‭processing,‬

‭multi-currency‬ ‭settlement‬ ‭solutions,‬ ‭increasing‬ ‭our‬ ‭brand‬ ‭awareness‬ ‭and‬

‭user‬ ‭engagement‬ ‭with‬ ‭marketing‬ ‭initiatives,‬ ‭and‬ ‭fraud‬ ‭detection‬ ‭and‬

‭prevention.‬ ‭These‬ ‭companies‬ ‭may‬ ‭have‬ ‭access‬ ‭to‬ ‭your‬ ‭data‬ ‭to‬ ‭perform‬

‭their‬‭services‬‭and‬‭are‬‭obligated‬‭by‬‭contract‬‭to‬‭safeguard‬‭any‬‭of‬‭your‬‭data‬

‭they receive from us to the same extent that Herohero protects it.‬

‭●‬ ‭to‬ ‭protect‬ ‭the‬ ‭security‬ ‭or‬ ‭integrity‬ ‭of‬ ‭Herohero,‬ ‭and‬ ‭to‬ ‭protect‬ ‭the‬ ‭rights,‬

‭property,‬‭or‬‭safety‬‭of‬‭Herohero,‬‭its‬‭employees,‬‭users,‬‭or‬‭others,‬‭if‬‭we‬‭believe‬

‭that‬‭disclosure‬‭is‬‭reasonably‬‭necessary‬‭to‬‭comply‬‭with‬‭a‬‭law,‬‭regulation,‬‭or‬

‭other‬‭valid‬‭legal‬‭process‬‭(e.g.,‬‭subpoenas‬‭or‬‭warrants‬‭served‬‭on‬‭Herohero).‬

‭If‬ ‭we‬ ‭are‬ ‭going‬ ‭to‬ ‭release‬ ‭your‬ ‭data,‬ ‭we‬ ‭will‬ ‭do‬ ‭our‬ ‭best‬ ‭to‬ ‭provide‬ ‭you‬

‭promptly‬ ‭with‬ ‭notice‬ ‭by‬‭email,‬‭unless‬‭we‬‭are‬‭prohibited‬‭by‬‭law‬‭from‬‭doing‬

‭so.‬

‭●‬ ‭in‬ ‭connection‬ ‭with‬ ‭the‬ ‭sale,‬ ‭merger,‬ ‭bankruptcy,‬ ‭sale‬ ‭of‬ ‭assets‬ ‭or‬

‭reorganization‬ ‭of‬ ‭our‬ ‭company.‬ ‭We‬ ‭will‬ ‭notify‬ ‭you‬ ‭if‬ ‭a‬ ‭different‬ ‭company‬

‭receives‬ ‭your‬ ‭data.‬ ‭The‬ ‭promises‬ ‭in‬ ‭this‬ ‭privacy‬ ‭policy‬ ‭apply‬ ‭to‬ ‭any‬ ‭data‬

‭transferred to a new entity.‬

‭●‬ ‭with‬ ‭third-party‬ ‭apps‬ ‭used‬ ‭by‬ ‭creators‬ ‭to‬ ‭help‬ ‭run‬ ‭their‬ ‭membership‬

‭programs.‬



‭●‬ ‭with‬ ‭our‬ ‭partners,‬ ‭who‬ ‭may‬ ‭have‬ ‭access‬ ‭to‬ ‭your‬ ‭data‬ ‭to‬ ‭perform‬ ‭their‬

‭services,‬‭and‬‭who‬‭are‬‭obligated‬‭by‬‭contract‬‭to‬‭safeguard‬‭any‬‭of‬‭your‬‭data‬

‭they receive from us to the same extent that Herohero protects it.‬

‭In particular your personal data might be processed by following third parties:‬

‭●‬ ‭Mux –‬‭Privacy Policy‬

‭●‬ ‭Google Analytics –‬‭Privacy Policy‬

‭●‬ ‭Google Storage –‬‭Privacy Policy‬

‭We‬‭will‬‭also‬‭let‬‭you‬‭know‬‭who‬‭specifically‬‭processes‬‭your‬‭personal‬‭data‬‭based‬‭on‬

‭your inquiry.‬

‭Information Herohero Collects from Third-Party Apps‬

‭When‬ ‭you‬ ‭create‬ ‭a‬ ‭Herohero‬ ‭account,‬ ‭you‬ ‭can‬ ‭elect‬ ‭to‬ ‭connect‬ ‭your‬ ‭social‬

‭account(s)‬ ‭(e.g.‬ ‭Twitter,‬ ‭Facebook,‬ ‭Google,‬ ‭YouTube,‬ ‭Twitch)‬ ‭with‬ ‭Herohero,‬ ‭and‬

‭we will collect and store some social information from those platforms, such as:‬

‭●‬ ‭follower or subscriber counts,‬

‭●‬ ‭post or upload counts,‬

‭●‬ ‭view, like, and comment counts.‬

‭This‬‭social‬‭information‬‭allows‬‭us‬‭to‬‭provide‬‭you‬‭a‬‭better‬‭Herohero‬‭experience‬‭and‬

‭also helps guide future development of Herohero. We use this data to:‬

‭●‬ ‭help creators and supporters find each other on Herohero‬

‭●‬ ‭assess how to make creators more successful on Herohero‬

‭●‬ ‭analyse and describe our business‬

https://mux.com/privacy
https://policies.google.com/privacy?hl=en-US
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‭Information We Share with the Public‬

‭The following information is publicly accessible:‬

‭●‬ ‭your‬ ‭profile,‬ ‭and‬ ‭your‬ ‭social‬ ‭media‬ ‭links‬ ‭and‬ ‭location‬ ‭if‬ ‭you‬ ‭add‬ ‭that‬

‭information‬

‭●‬ ‭any posts, likes, or comments you make‬

‭●‬ ‭your‬ ‭aggregated‬ ‭or‬ ‭anonymized‬ ‭usage‬ ‭data‬ ‭in‬ ‭blog‬‭posts,‬‭press‬‭releases,‬

‭or‬ ‭in‬ ‭other‬‭ways‬‭to‬‭share‬‭information‬‭about‬‭Herohero’s‬‭usage.‬‭Aggregated‬

‭or anonymized data cannot be linked back to any individual Herohero user.‬

‭●‬ ‭monthly pledge value and goals that creators choose to make public‬

‭●‬ ‭number of supporters‬

‭Your Preferences and Rights over Data‬

‭Choosing Your Preferences‬

‭Settings‬ ‭link‬ ‭lets‬ ‭you‬ ‭see‬ ‭your‬‭account‬‭preferences.‬‭You‬‭can‬‭see‬‭and‬‭adjust‬‭your‬

‭settings by viewing your preferences and, if you wish, by changing your selections.‬

‭Marketing Activities‬

‭By agreeing to our Terms of Service, you expressly agree that Herohero may:‬

‭●‬ ‭provide‬ ‭you‬‭with‬‭information‬‭about‬‭your‬‭service,‬‭service‬‭enhancements,‬‭or‬

‭new Herohero products, while you are on our web site or using our apps.‬

‭●‬ ‭send‬ ‭you‬ ‭messages‬ ‭regarding‬ ‭your‬ ‭existing‬ ‭service,‬ ‭or‬ ‭enhancements‬

‭related‬‭to‬‭your‬‭existing‬‭service,‬‭when‬‭you‬‭are‬‭off‬‭our‬‭platform,‬‭via‬‭e-mail,‬‭or‬

‭text,‬ ‭if‬ ‭you‬ ‭have‬ ‭signed‬ ‭up‬ ‭for‬‭a‬‭service‬‭or‬‭event‬‭notification‬‭that‬‭uses‬‭text‬

‭messages.‬



‭●‬ ‭send‬‭you‬‭messages‬‭related‬‭to‬‭services‬‭we‬‭provide‬‭which‬‭are‬‭separate‬‭from‬

‭your existing service via email, from which you may opt-out.‬

‭●‬ ‭market‬ ‭Herohero‬ ‭to‬ ‭you‬ ‭and‬ ‭audiences‬ ‭similar‬ ‭to‬ ‭you‬ ‭based‬ ‭on‬ ‭your‬

‭networks‬ ‭and‬ ‭common‬ ‭factors that‬ ‭others‬ ‭have‬ ‭with‬ ‭you‬ ‭unless‬ ‭you‬

‭opt-out.‬

‭●‬ ‭send‬ ‭you‬ ‭marketing‬ ‭emails‬ ‭or‬ ‭texts‬ ‭if‬ ‭you‬ ‭don’t‬ ‭have‬ ‭a‬ ‭Herohero‬ ‭account‬

‭but‬ ‭have‬ ‭consented‬ ‭to‬ ‭receive‬ ‭such‬ ‭messages,‬ ‭from‬ ‭which‬ ‭you‬ ‭may‬

‭opt-out.‬

‭●‬ ‭ask for demographic information to spotlight and celebrate creators.‬

‭●‬ ‭promote your account for greater discoverability.‬

‭●‬ ‭ship physical items to you via mail as part of promotional activity.‬

‭Opting out of Marketing‬

‭You‬‭may‬‭object‬‭to‬‭the‬‭use‬‭of‬‭your‬‭data‬‭for‬‭marketing‬‭purposes‬‭at‬‭any‬‭time,‬‭free‬‭of‬

‭charge,‬ ‭when‬ ‭we‬ ‭collect‬ ‭your‬ ‭personal‬ ‭information‬ ‭and‬ ‭in‬ ‭every‬ ‭marketing‬

‭communication.‬ ‭You‬ ‭may‬ ‭also‬‭object‬‭to‬‭the‬‭use‬‭of‬‭your‬‭data‬‭for‬‭marketing‬‭upon‬

‭creation‬ ‭of‬ ‭your‬ ‭account‬ ‭or‬ ‭anytime‬ ‭thereafter,‬ ‭by‬ ‭opting‬ ‭out‬ ‭in‬ ‭your‬ ‭account‬

‭settings.‬

‭Opting‬‭out‬‭will‬‭stop‬‭marketing‬‭emails.‬‭Please‬‭allow‬‭up‬‭to‬‭30‬‭days‬‭for‬‭your‬‭opt-out‬

‭request‬‭to‬‭be‬‭processed.‬‭ If‬‭you‬‭have‬‭an‬‭account‬‭with‬‭Herohero,‬‭you‬‭will‬‭continue‬

‭to‬‭receive‬‭service-related‬‭emails,‬‭and‬‭texts,‬‭if‬‭you‬‭have‬‭opted‬‭into‬‭receiving‬‭texts.‬

‭You‬ ‭will‬ ‭also‬ ‭continue‬ ‭to‬ ‭receive‬ ‭service-related‬ ‭shipments‬ ‭of‬ ‭benefits‬ ‭to‬ ‭the‬

‭designated delivery address.‬

‭We‬‭will‬‭never‬‭sell‬‭your‬‭information‬‭to‬‭third‬‭parties‬‭for‬‭marketing‬‭purposes‬‭without‬

‭your prior consent.‬



‭Accessing, Updating or Exporting the Information in Your Account‬

‭You‬‭can‬‭access‬‭and‬‭update‬‭certain‬‭information‬‭associated‬‭with‬‭your‬‭account‬‭on‬

‭the‬ ‭settings‬ ‭pages.‬ ‭Additionally,‬ ‭you‬ ‭can‬ ‭delete‬ ‭your‬ ‭account‬ ‭in‬ ‭your‬ ‭account‬

‭settings.‬

‭Deleting Your Account‬

‭You‬ ‭may‬ ‭self-initiate‬ ‭a‬‭deletion‬‭of‬‭your‬‭account‬‭directly‬‭in‬‭your‬‭account‬‭settings.‬

‭Please‬‭be‬‭aware‬‭that‬‭this‬‭is‬‭a‬‭final‬‭act‬‭and‬‭cannot‬‭be‬‭reversed.‬‭If‬‭you‬‭would‬‭like‬‭to‬

‭transport‬‭your‬‭data,‬‭please‬‭be‬‭sure‬‭to‬‭download‬‭your‬‭data‬‭first,‬‭before‬‭you‬‭delete‬

‭your account.‬

‭Turning off Email Notifications‬

‭You‬ ‭can‬ ‭change‬ ‭your‬ ‭email‬ ‭notifications‬‭in‬‭your settings.‬‭While‬‭this‬‭allows‬‭you‬‭to‬

‭stop any notification emails, we will still send some critical service emails.‬

‭Turning off Mobile Notifications‬

‭If‬ ‭you‬ ‭download‬ ‭the‬ ‭Herohero‬ ‭App‬ ‭you‬ ‭may‬ ‭also‬ ‭receive‬ ‭notifications‬ ‭on‬ ‭your‬

‭mobile device. These can be disabled in the App settings.‬

‭Verification of Requests‬

‭Users‬ ‭maintain‬ ‭password-protected‬ ‭accounts‬ ‭with‬ ‭Herohero.‬ ‭If‬ ‭you‬ ‭submit‬ ‭a‬

‭request‬ ‭to‬ ‭exercise‬ ‭your‬ ‭privacy‬ ‭rights,‬ ‭you‬ ‭will‬ ‭be‬ ‭asked‬‭to‬‭verify‬‭the‬‭request‬‭by‬

‭logging into your Herohero account.‬

‭If‬ ‭we‬ ‭are‬ ‭unable‬ ‭to‬ ‭verify‬ ‭your‬ ‭request,‬ ‭then‬ ‭for‬ ‭your‬ ‭protection,‬ ‭we‬ ‭reserve‬ ‭the‬

‭right to deny the request.‬

‭Compliance with EU Privacy Laws‬



‭Herohero‬ ‭is‬ ‭an‬ ‭international‬ ‭company‬ ‭that‬ ‭complies‬ ‭with‬ ‭the‬ ‭General‬ ‭Data‬

‭Protection‬ ‭Regulation‬ ‭(GDPR).‬ ‭We‬ ‭act‬ ‭as‬ ‭Data‬ ‭Controllers,‬ ‭as‬ ‭defined‬ ‭under‬ ‭the‬

‭GDPR,‬ ‭and‬ ‭process‬ ‭personal‬ ‭data‬ ‭based‬ ‭on‬ ‭our‬ ‭legitimate‬ ‭interests,‬ ‭and‬ ‭for‬

‭contractual‬ ‭necessity‬ ‭in‬ ‭providing‬ ‭you‬ ‭the‬ ‭Service‬ ‭as‬ ‭described‬ ‭in‬ ‭“How‬ ‭We‬ ‭Use‬

‭Your‬ ‭Information.”‬ ‭We‬ ‭also‬ ‭process‬ ‭and‬ ‭share‬ ‭personal‬ ‭information‬ ‭based‬ ‭on‬

‭notification and users’ consent, which our users may revoke at any time.‬

‭Your‬ ‭personal‬ ‭data‬ ‭will‬ ‭not‬ ‭be‬ ‭transferred‬ ‭to‬ ‭countries‬ ‭outside‬ ‭of‬ ‭the‬ ‭European‬

‭Union,‬ ‭unless‬ ‭this‬ ‭is‬ ‭necessary‬ ‭for‬ ‭the‬ ‭performance‬ ‭of‬ ‭the‬ ‭Agreement‬ ‭or‬ ‭for‬ ‭any‬

‭other‬ ‭reason‬ ‭in‬ ‭accordance‬ ‭with‬ ‭the‬ ‭rules‬ ‭for‬ ‭such‬ ‭transfer‬ ‭laid‬ ‭down‬ ‭in‬ ‭the‬

‭Regulation.‬

‭Exercising Your Data Rights‬

‭Users‬ ‭in‬ ‭certain‬ ‭locations‬ ‭may‬ ‭have‬ ‭certain‬ ‭rights‬ ‭under‬ ‭the‬ ‭General‬ ‭Data‬

‭Protection‬ ‭Regulation‬ ‭(GDPR)‬ ‭regarding‬ ‭data‬ ‭that‬ ‭Herohero‬ ‭controls‬ ‭as‬ ‭a‬ ‭Data‬

‭Controller as defined under the GDPR, including:‬

‭●‬ ‭the right of access to their personal data;‬

‭●‬ ‭the right to correct or rectify any inaccurate personal data;‬

‭●‬ ‭the right to restrict or oppose the processing of personal data;‬

‭●‬ ‭the right to erase or delete their personal data;‬

‭●‬ ‭the right to personal data portability; and‬

‭●‬ ‭the right to opt-out of the sale of personal information.‬

‭You can exercise rights over your data on Herohero in the following ways:‬

‭●‬ ‭accessing,‬ ‭reviewing,‬ ‭modifying,‬ ‭and‬ ‭updating‬ ‭your‬ ‭data‬ ‭in‬ ‭your‬ ‭account‬

‭settings.‬



‭●‬ ‭viewing our privacy policy.‬

‭●‬ ‭deleting a previously-disabled account by e-mailing Herohero.‬

‭●‬ ‭opting out of marketing in your account settings.‬

‭●‬ ‭If‬ ‭you‬ ‭are‬ ‭unable‬ ‭to‬ ‭log‬ ‭into‬ ‭your‬‭account,‬‭and‬‭are‬‭unable‬‭to‬‭recover‬‭your‬

‭account‬‭with‬‭a‬‭password‬‭reset‬‭in‬‭order‬‭to‬‭lodge‬‭your‬‭privacy‬‭request,‬‭then‬

‭you‬ ‭may‬ ‭reach‬ ‭out‬‭to‬‭us.‬‭We‬‭reserve‬‭the‬‭right‬‭to‬‭decline‬‭your‬‭access‬‭to‬‭or‬

‭recovery‬ ‭of‬ ‭your‬ ‭account,‬ ‭at‬ ‭our‬ ‭discretion,‬ ‭to‬ ‭prevent‬ ‭an‬ ‭unauthorized‬

‭takeover of your account.‬

‭Execution of the Right to Erasure or Deletion of Personal Data‬

‭You‬‭have‬‭the‬‭right‬‭to‬‭request‬‭that‬‭we‬‭delete‬‭or‬‭erase‬‭your‬‭personal‬‭data‬‭under‬‭the‬

‭GDPR mainly if:‬

‭●‬ ‭you‬ ‭have‬ ‭withdrawn‬ ‭your‬ ‭consent‬‭to‬‭the‬‭processing‬‭of‬‭your‬‭personal‬‭data‬

‭and the processing of your data is based on your consent.‬

‭●‬ ‭your‬‭personal‬‭data‬‭is‬‭no‬‭longer‬‭necessary‬‭for‬‭the‬‭purposes‬‭for‬‭which‬‭it‬‭was‬

‭collected or processed.‬

‭●‬ ‭you have objected to the processing of your personal data.‬

‭●‬ ‭the personal data have been unlawfully processed.‬

‭If‬ ‭there‬ ‭are‬ ‭no‬ ‭legal‬ ‭grounds‬ ‭for‬ ‭refusing‬ ‭erasure‬ ‭or‬ ‭deletion,‬ ‭we‬ ‭are‬ ‭obliged‬ ‭to‬

‭comply‬‭with‬‭your‬‭request.‬‭You‬‭can‬‭request‬‭the‬‭erasure‬‭or‬‭deletion‬‭of‬‭your‬‭personal‬

‭data by emailing us at info@herohero.co.‬

‭Contacting Us‬



‭If‬ ‭you‬ ‭have‬ ‭privacy‬ ‭concerns‬ ‭or‬ ‭questions,‬ ‭you‬ ‭can‬ ‭contact‬ ‭us‬ ‭via‬ ‭email‬ ‭at‬

‭info@herohero.co.‬

‭Prohibition against Discrimination‬

‭We do not discriminate against users who exercise their privacy rights.‬

‭Our Data Retention Period‬

‭We‬‭retain‬‭your‬‭account‬‭information‬‭for‬‭ten‬‭years‬‭after‬‭your‬‭account‬‭is‬‭last‬‭active,‬

‭unless‬ ‭you‬‭delete,‬‭or‬‭you‬‭request‬‭us‬‭to‬‭delete,‬‭your‬‭account.‬‭We‬‭may‬‭continue‬‭to‬

‭retain‬‭some‬‭information,‬‭even‬‭after‬‭you‬‭delete‬‭your‬‭account‬‭if‬‭we‬‭are‬‭required‬‭to‬

‭do so in order to comply with various laws.‬

‭Security‬

‭The‬‭security‬‭of‬‭your‬‭personal‬‭information‬‭is‬‭important‬‭to‬‭us‬‭and‬‭we‬‭follow‬‭industry‬

‭standards to protect it.‬

‭Children‬

‭Herohero‬ ‭is‬ ‭not‬ ‭directed‬ ‭at‬ ‭children‬ ‭under‬ ‭the‬ ‭age‬ ‭of‬ ‭13,‬ ‭and‬ ‭children‬ ‭may‬ ‭not‬

‭create an account or otherwise use Herohero.‬

‭Changes‬

‭We‬ ‭may‬ ‭unilaterally‬ ‭make‬ ‭changes‬ ‭to‬ ‭this‬ ‭policy‬ ‭at‬ ‭any‬ ‭time‬ ‭to‬ ‭a‬ ‭reasonable‬

‭extent.‬‭We‬‭will‬‭notify‬‭you‬‭of‬‭any‬‭changes‬‭to‬‭this‬‭policy‬‭by‬‭email,‬‭at‬‭least‬‭15‬‭days‬‭in‬

‭advance.‬ ‭Continuing‬ ‭to‬ ‭use‬ ‭Herohero‬ ‭after‬ ‭a‬ ‭change‬ ‭to‬ ‭this‬ ‭policy‬ ‭means‬ ‭you‬

‭accept the new policy. If you have any questions, please email us.‬

‭Effective 19. 11. 2023.‬


